APPENDIX A —-EXECUTIVE ORDER 13,133

WORKING GROUP ON UNLAWFUL CONDUCT ON THE INTERNET

By the authority vested in me as President by the Constitution and the laws of the United
States of America, andin order to address unlawful conduct that involves the use of the Internet, it
is hereby ordered as follows:

Section 1. Establishment and Purpose.

() Thereishereby established aworking group to address unlawful conduct that involves
the use of the Internet (“Working Group”). The purpose of the Working Group shall be to prepare
areport and recommendations concerning:

(1)  The extent to which existing Federal laws provide a sufficient basis for
effectiveinvestigation and prosecution of unlawful conduct that involvesthe
use of the Internet, such astheillegal sales of guns, explosives, controlled
substances, and prescription drugs, as well as fraud and child pornography;

2 The extent to which new technology tools, capabilities, or legal authorities
may be required for effective investigation and prosecution of unlawful
conduct that involves the use of the Internet; and

3 The potential for new or existing tools and capabilities to educate and
empower parents, teachers, and others to prevent or to minimize the risks
from unlawful conduct that involves the use of the Internet.

(b) TheWorking Group shall undertake thisreview in the context of current Administration
Internet policy, which includes support for industry self-regulation where possible, technology-
neutral laws and regulations, and an appredation of the Intemet as an important medium both
domestically and internationally for commerce and free speech.

Section 2. Schedule. The Working Group shall complete its work to the greatest extent
possibleand present its report and recommendationsto the President and Vice President within 120
days of the date of thisorder. Prior to such presentation, the report and recommendations shall be
circulated through the Office of Management and Budget for reviewand comment by all gopropriate
Federal agencies.
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Section 3. Membership.

(8 The Working Group shall be composed of the following members:

)
2
3)
(4)
()
(6)
(7)
(8)
(9)
(10)

(11)

The Attorney General (who shall serve as Chair of the Working Group);
The Director of the Office of Management and Budget;

The Secretary of the Treasury;

The Secretary of Commerce;

The Secretary of Education;

The Director of the Federal Bureau of Investigation;

The Director of the Bureau of Aloohol, Tobacco and Firearms;

The Administrator of the Drug Enforcement Administration;

The Chair of the Federal Trade Commission;[]

The Commissioner of the Food and Drug Administration; and

Other Federal officials deemed appropriate by the Chair of the Working
Group.

(b) The co-chairs of the Interagency Working Group on Electronic Commerce shall serve
asliaison to and attend meetings of the Working Group. Membersof the Working Group may serve
on the Working Group through designees.

WILLIAM J. CLINTON

THE WHITE HOUSE,
August 5, 1999

! Although the Chair of the Federal Trade Commission (“FTC”) served as amember of the
Working Group, the FTC has not, as an independent federal agency, taken a position on the views
expressed in this report.
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APPENDIX B —INTERNET FRAUD

1. Nature of the Potentially Unlawful Conduct

The electronic marketplace offersconsumers unprecedented choice and convenience, and it
gives businesses of all kinds low-cost access to a global consumer base. With these benefits,
however, comes the challenge of ensuring that the virtual marketplace is a safe and secureplaceto
purchase goods, services, and digitized information.

As commerce on the Internet grows, law enforcement agencies are observing a growing
variety of fraudulent schemes that use the Internet, either to communicate false or fraudulent
representations to prospective victims or to obtain valuable information or resources necessary for
the success of the schemes. 1n 1998, for example, roughly 8,000 Interng-related complants were
entered into Consumer Sentinel, a consumer fraud database administered by the Federa Trade
Commission (“FTC") and used by over 220 law enforcement agencies across the United States and
Canada. 1n 1999, Consumer Sentinel received over 18,600 | nternet-related complaints, more than
double the prior year’s number.

One form of Internet fraud that is of particular concern is that of “identity theft,” which
generally involves obtaining datafrom individual consumers' financial transactions on the Internet
or elsewhere, and either billing the consumers' credit cards for nonexistent transactions or services
or using consumers personal data to conduct actual transactions that are billed to the consumers.
Other Internet fraud schemes include so-called “pyramid schemes’;? entities that purport to be
Internet banks that offer above-market rates for deposits, companies that promise to repair
consumers' credit, but that do nothing after taking consumers' money; companies that purport to
offer investmentsin nonexistent items, such as* primebank” securitiesor softwareto solvetheY 2K
problem; companies that are thinly traded on securities markets or in fact are merely shell
companies; and companies that fraudulently offer to sell Internet-related goods and services, or
collectible goods through online auctions. Finally, some fraud schemes combine use of Internet
websites with telemarketing “boiler rooms” to enhance direct contact with prospectivevictims.

! Consumer Sentinel aggregates data received by the FTC and by partners such as Internet
Fraud Watch, a project of the non-profit National Consumers League, and over 50 major Better
BusinessBureaus. To develop additional information about the scope and volume on Internet fraud,
several agenciesareal so supporting the establishment of an Internet Fraud Complaint Center, ajoint
project of the FBI and the National White Collar Crime Center, and are exploring the devel opment
of studiesthat could produce reliable estimates of Internet fraud.

2 A “pyramid scheme” is generally a schemein which the operaors of the schemetry to
obtain funds from several successive groups of investors and then use funds obtained from more
recent investors to pay a portion of the funds owed to earlier investors, while retaining substantial
proceeds from the scheme.
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2. Analysis of Existing Law

Each of the Internet fraud schemes described above may violate one or more of the general
federal criminal statutes dealing with fraud — such as credit card fraud, see 15 U.S.C. § 1644, 18
U.S.C. 81029; financial institution fraud, see 18 U.S.C. § 1344; mail fraud, seeid. 8§ 1341; and wire
fraud, see id. 8 1343 — as well as specidized federa
criminal statutesthat prohibit money |aunderi Ng, See | (1. —
§ 1956, and identity theft, seeid. § 1028. The FBI has “We must give consumers the same
jurisdiction to investigate violaions of each of these  protectionin our virtual mall they now
statutes, and the Postal Inspection Service hasjurisdic-  get at the shopping mall.”
tion to investigate most of these violations as they Zfoflﬂ;net?etrBliggg'imon
relate to mail fraud schemes. In addition, the Secret
Service hasjurisdiction to investigate credit card fraud
and identity theft, and the Internal Revenue Service has
jurisdiction to investigate money laundering. The Customs Service and Secret Service also have
jurisdiction over some of the predicate offenses related to money laundering. (Asdiscussed in
Appendix H below, the Securities and Exchange Commission has jurisdiction to investigate
violations of the federal securitieslaws.) And, the Department of Justice, through its Criminal and
Civil Divisons and local U.S. Attorneys Offices, conducts criminal prosecutions of these fraud
schemes and may seek civil injunctive relief under 18 U.S.C. § 1345.

In addition, the FTC has authority to bring civil actions against fraudulent I nternet schemes
under the FTC Act, which prohibits unfair and deceptive acts or practices, 15 U.S.C. §45(a). The
FTC isalso authorized to seek injunctions and other equiteblerelief infederal court, id. 8 53(b), and
may obtain a temporary restraining order that freezes a defendant’s assets and results in the
appointment of atemporary receiver.

Because these federal criminal and civil laws make no distinction between fraudulent
representations over atelephone or fax machine and fraudul ent representations posted on anonline
bulletin board or website, federa substantive law appears generally adequate to address Internet
fraud. Since 1995, for example, the FTC has brought over 100 Internet-related cases, obtained
permanent injunctions against dozens of Internet-related schemes, cdlected over $20 million in
redressfor victims of online fraud, and frozen another $65 million in cases currently in litigation.
An Illinois man was recently sentenced to six months home confinement and probation for three
yearsfor conducting amillion dollar mail-fraud scheme that invol ved the use of awebsiteto solicit
investorsin oil and gasdrilling ventures. And fiveindividualswererecently convicted in anonline
scam inwhich the perpetrators stoletheidentities of | egitimate vendors and advertised and sold non-
existent products to their victims, resulting in losses to the victims of over $50,000.

3. Specific Federa Initiatives

The FTC has undertaken an array of initiatives to combat online fraud, including:

Project SafeBid — Online auction fraud is the most common Internet-related
problem reported by consumers. Thousands of individuals have been
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“winning bidders’ on an Internet auction, sent money to the seller, but never
received their goods. To address this problem, the FTC initiated Project
SafeBid, disseminating educational materials to consumers, encouraging
fraud prevention by Internet auction sites, and providing training and support
to law enforcement agencies around the country in their efforts to stop
Internet auction fraud artists. Project SafeBid hasal sogenerated over40 case
referrals, resulting in eight criminal or civil actionsto date.

Operation Cure.All —In 1997 and 1998, the FTC led two “ surf days” to target
“miraclecures’ for seriousillnesses. After these surfs, the FTC and the FDA
brought several cases against marketers of products such asmagnetic therapy
devices and shark cartilagefor claimsthat these products could cure cancer,
HIV/AIDS, multiplesclerosis, arthritis, or other diseases.

Website* Cramming” Sweep—TheFTC hasbrought fivefederal court cases
against 20 defendants, alleging that they placed unauthorized charges on
small business telephone bills for website services that the defendants
promoted as “free.” The defendants collectively solicited over one million
small businesses nationwide. The FTC's Small Business Alliance for Fraud
Education (* SAFE") also hel ped disseminate fraud warnings to the business
community.

FTC sInternet Lab — In September 1999, the FTC unveiled a new Internet
Lab with high-technology tools to investigate high-technology consumer
problems. Thelab allowsinvestigatorsto search for fraud and deception on
the Internet in a secure environment and provides staff with the necessary

Page-Jacking — A New Type of Computer Crime?

Page-jacking involves the appropriation of website descriptions, key w ords, or meta-tags from other sites.
The page-jacker inserts these itemsinto his own site, seeking to draw consumers to aparticular site. Thisisbecause
the descriptions, key words and meta-tags are used by search engines when sorting and displaying sites on a
particular topic requested by an individual. When the sites for a particular topic appear, an individual might see
two or three descriptionsfor what appear to be the same site. If a person happens to click on one of the duplicated
descriptions, he or she will be directed to the “fake site,” which often is a pornographic site. Complicating matters
even further isthat page-jackersoften “mouse-trap” auser’ sbrowser so thatattemptsto close the browser'swindows
or to use the “back” or “forward” button will simply direct the user to another pornographic site.

The FTC hastaken thelead in addressing page-jacking. In September 1999, the FT C announced that it had
obtained temporary restraining ordersin federal district court against several website ownersfor page-jacking. The
FTC alleged that the website owners engaged in deceptive and unfair trade practicesin violation of the FTC A ct,
15 U.S.C. 8 45(a). Page-jacking could als potentially viol ate federal intellectual property laws. Thatis, if a page-
jacker copiessubgantid portions of theimitated stes,then he might becriminally liablefor copyrightinfringem ent.
In addition, if a page-jacker hacksinto adomain name server and changes the datato redirect visitorsto the hack er's
site, that person could also be in violation of federal computer crime statutes, such as 18 U.S.C. § 1030, which
protect the integrity of computer systems against hackers.
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equipment to preserve evidence for presentaion in court. The lab also provides a
means to train FTC staff and other law enforcement agents on new investigative
techniques. TheFTC’ sInternet Labwasinstrumental inarecent * page-jaking” case
(see sidebar above) that halted aglobal scheme inwhich millions of webpageswere
manipulated and unsuspecting consumers were driven to unwanted adult websites.

The Department of Justice, in coordination with the FTC, the FBI, and ather agencies, isalso
actively pursuing online fraud as part of its Internet Fraud Initiative, announced by the Attorney
General in February 1999. These efforts include prosecuting Internet-related fraud schemes such
as securities and investment schemes, online auction schemes, and bank fraud; training prosecutors
and agents on online fraud; developing online investigative and analytical resources; providing
interagency coordination on online fraud prosecutions, and conducting public education and
prevention efforts (eg., a website on identity theft and fraud (www.usdoj.gov/
criminal/fraud/idtheft)).

In addition, because most Internet fraud schemes (and, for that matter, non-1nternet fraud
schemes) rely onthe use by victimsof the U.S. mailsor private courier to make payments, the Postal
Inspection Service is working with international postal administrators — most notably in Canada,
Nigeria, and Ghana—to identify and to intercept victims' payments that are destined for addresses
identified with fraud promotions. In addition to such cooperative administrative efforts, law
enforcement agencies can combat fraud through theuse of civil injunctive powers, such astemporary
restraining orders on mail, false representation orders, and injunctions against fraud.

The Consumer Product Safety Commission (* CPSC”) has stepped up itsrolein an areathat
complementsthe battle againg online fraud: the need to ensure that products sold over the Internet
(like other products sold) are safe. Products sold online must meet the same safety standards as
productssold in brick-and-mortar stores. Cf. 15U.S.C. 88 1192, 1263, 2068. Asaresult, the CPSC
recently launched Operation Safe Online Shopping, in which CPSC staff search online for products
that violate federal safety standards or that are otherwise dangerous. Among the unsafeproductsit
hasfound are flammabl e children’ s sleepwear that violate flammability standards, toysthat violate
safety standards, novelty lightersthat are not child-resistant in violation of CPSC regulations, and
children’s jackets with drawstrings that can catch and strangle a child

Finally, as discussed in Part IV of the report, educational efforts are a critical part of any
comprehensivestrategy to protect consumersfromonlinefraud. Forinstance, effortstoimprovethe
reporting of complaints about Internet fraud, such asthe Internet Fraud Complaint Center and the
FTC's Consumer Sentinel website, can significantly enhance the ability of law enforcement and
regul atory agenciesto take effective action against Internet fraud schemes. The FTC andthe Postal
Inspection Service are working together to improve the sharing of complaint information to enable

® Through its website (www.cpsc.gov), the CPSC (1) educates the public about critical
product safety issues; (2) provides a secure and efficient means by which consumers can report
unsafe products; and (3) provides a medium through which manufacturers and distributors of
consumer produds can report subgantial hazardsassociated with their products.
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their investigators to respond to schemes while they are still in progress. The Postal Inspection
Service hasaso modifiedits Fraud Complaint System and website to accept complaintsfiled viathe
Internet. And a major recent multi-agency fraud prevention campaign — Project “Know Fraud,”
which included mass mailings to consumers, atoll-free telephone number, videos, and a webpage
(www.consumer.gov/knowfraud) —servesasan excellent exampl e of how law enforcement agencies
and the private sector can combinetheir capabilitiesand resourcesto educate consumersand prevent
fraud.

4. Investigatory Challenges

Although existing substantive federal laws may generally be adequate to protect consumers
against Internet fraud, certain aspects of the Internet may make certainfraud schemesmore efficient
in contacting victims in multiple jurisdictions or more effective in evading prompt detection and
investigation by law enforcement.

The fact that the Internet transcends traditional jurisdictional boundaries, for example,
presents specid challengesin Internet fraud investigations:

In 1996, Fortuna Alliance, a business headquartered in the United States,
advertised on the Internet an investment opportunity, in which investors
could earn as much as $5,000 per month, in perpetuity, after recruiting 300
new investors. After the Federal Trade Commission (“FTC”) brought
enforcement action against Fortuna Alliance and its principals, the head of
the company |eft the country and transferred nearly $3 million of Fortuna's
receipts to offshore bank accounts. Ultimately, the FTC returned $5.5
million from other Fortuna assets to 15,625 victimsin 71 courtries.

In 1999, an individual in a Western European country accessed an online
website based in Chicago, Illinois to purchase stereo speakers costing over
$2,000. When thewebsite merchant ran theindividud’ s credit card through,
it received authorization for the transaction and shipped the speakes.
Subsequently, the true owner of the credit card disputed the charge, and the
merchant had the full amount of the charge deducted from his merchant
account. The merchant had no successin contacting the buyer abroad. Even
if the buyer wereidentified and apprehended, prosecution of the perpetrator
abroad would most likely have been not be worth the expense of trial,
particularly if witnesses had to be flown from the U.S,, given the relatively
low (though significant to the merchant) monetary loss.

Toinvestigate thesetypesof Internet-facilitated schemes, |aw enforcement agents must deal
with many of the same issues they would encounter in any international fraud investigation. These
include the need to determine the validity of foreign addresses, the true identities of participantsin
the scheme, the location and content of banking information, and the location of suspects’ assets.
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The Internet, however, allows operators of an online fraud schemeto initiate, conduct, and
terminate the scheme in a matter of hours, days, or weeks, in virtual anonymity, and operating
rapidly across international boundaries, before traditional mechanisms such as mutual legal
assistance treaties or letters rogatory (a letter request for assistance from one country’s judicial
authority to that of another country, see, e.g., 28 U.S.C. § 1782) can be effectively employed to
gather investigative information. The international reach of these schemes also increases the
difficulty of carrying out restitution to victims of the schemes.

The global scope and impact of the problem therefore means that enforcement against all
major forms of Internet fraud both domestically and internationally must be coordinated and
effective. Through various international fora such as the G-8 and the International Marketing
Supervision Network, aswell asthe Internet Fraud Initiative, federal law enforcement officialsare
moving to address several aspects of enforcement tha warrant improveament.

A particular set of Internet-specific law enforcement challenges arises from the ability of
criminals and hackers to obtain online and then use certain computer programs, such & Credit
Master and Credit Wizard, that generate large volumes of credit card numbers. The sole purpose of
these credit-card generator programs is to aid in finding particular credit card numbers that the
program’ suser isnot authorized to use, but that online merchantswill accept. By generating alarge
enough group of card numbersthat merchantswill accept, participantsin an onlinefraud scheme can
make substantial fraudulent purchases of goods or services, or cause fraudulent billings for
nonexistent goods or services, at the expense of the credit card company or the customerstowhom
the valid credit card numbers have been assigned. Although the use of such computer programsto
further afraud scheme would constitute credit card fraud in violation of 15 U.S.C. § 1644 and 18
U.S.C. §1029, therelative ease with which such programs can be obtained increases the likelihood
of such schemes being perpetrated.

In sum, law enforcement and regulatory authorities face significant challenges in
investigating and prosecuting individuals responsible for Internet fraud schemes. The ability to
gather and access evidence in a timely manner, for example, is crucial to the success of any
investigation. There is little question that existing investigatory capabilities — including legal
processes such as subpoenas, wiretaps, warrants, orders, and data-preservation letters (pursuant to
18 U.S.C. § 2703(f))* —areimportant todsin that effort. Theselegal authorities, however, can be
of limited value to the extent some of them need to be updated to better reflect the redlities of the
online world (see Part 111.D of the report).

In addition, to protect consumers online and prevent online fraud, cooperation and
coordination with foreign law enforcement counterparts and industry must play an essential role.

* This provision requires awire or €lectronic communications service provider, upon the
request of any governmental entity, to “take all necessary steps to preserve records and other
evidence in its possession pending issuance of a court order or other process,” 18 U.S.C. §
2703(f)(1). Suchrecordsareto be preserved for 90 days, subject to a90-day renewal period, seeid.
§ 2703(f)(2).
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In particular, efforts to improve assistance mechanisms internationally must continue to be
developed (see Part I11.E). The private sector must also continue to take responsibility and show
leadership in efforts to address fraud on the Internet and to prevent offenders from evading law
enforcement detection. For example, representatives of industry should consider evaluating their
dataretention policies so as to balance reasonabl e expectations of privacy with the need to protect
consumers and merchantsfrom perpetrators of fraud and other unlawful acts(see Part 11.C). Efforts
to improve the reporting of complaints about Internet fraud, such asthe FTC’'s Consumer Sentinel
and the Internet Fraud Complaint Center (see above), can also significantly enhance the ability of
law enforcement and regul atory agenciesto prevent and to take effective action against Internet fraud
schemes.

5. Conclusions

The Internet has been used to perpetrate a variety of frauds In response, the FTC, the
Department of Justice, and other agencies have devel oped extensive programsto educateconsumers
toavoid becoming vidimsof onlinefraud. Inaddition, law enforcement agencieshave used existing
laws to actively investigate and prosecute those who are responsible for Internet fraud. Although
existing federal substantive fraud laws are generally adequate, law enforcement agencies still face
challenges in tracking online criminals, overcoming international barriers, and ensuring that key
evidenceispreserved. Inaddition, thefailure of someindividuals and companiesto report Internet
fraud weakens the effectiveness of law enforcement’ s efforts to combat Internet fraud.
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APPENDIX C —ONLINE CHILD PORNOGRAPHY,
CHILD LURING, AND RELATED OFFENSES

2. Nature of the Potentially Unlawful Conduct

The Internet, despite its many benefits, has unfortunately provided pedophiles with a new
tool. Offering relative anonymity for sophisticated users and continuous access, the Internet has
madeit easy for child pornographersto distribute their materials and for pedophilesto lure and prey
on children. Asaresult, child pornography is traded 24 hours a day in online chat rooms and in
Internet Relay Chat channels," and thousands of images of child sex abuse are available in easily
accessible newsgroups? In addition, pedophiles can lurk around chat channels and rooms and
message boards and use e-mail to lure children for sex.

The prosecution of Internet-related child pornography and luring casesisincreasing. The
Department of Jugice has found tha prosecution of these cases has increased by 10 percent every
year since 1995. Last year, the Department of Justice expects to have prosecuted over 400 such
cases. Many of these casesareinternational in scope. For example, OperationCheshire Cat, ajoint
investigation between the Customs Service and the English National Crime Squad, involved over
100 members of a mgor pedophile ring that operated in 21 countries.

! Internet Relay Chat (“1RC”) is amethod for real-time discussion among multiple users.
In each “channel” (discussion forum), participants are ableto engage in the online equivalent of a
party-line conversation, with response times limited only by one’s typing speed. Discussion
transcriptsare not automatically created or stored unless anindividual participant takes stepstodo
so. IRC channels, like mailing lists, may be either open to the public or by invitation-only. IRC
channels can also be used for discussions that span multiple Internet sites. Many commercial
servicesprovidesimilar facilities (sometimescalled “ chat rooms”) for their members. Other services
(suchas“1CQ” (I seek you) and “DCC” (direct channel chat)) permit private, one-to-one real-time
chat activity.

2 The Internet is also home to several thousand discussion groups known collectively as
“Usenet.” These discussion groups, also called “newsgroups,” alow usersto post public messages
(including repliesto earlia messages) on avariety of topics. Interaction does not take placeinreal
time. Rather, communication more closely resembles a sequence of open letters than a multiparty
telephone conversation.

® Operation Cheshire Cat has been the most complex investigation of an international child
pornography trafficking organizationto date. Theinvedigation targetedan organizationresponsible
for producing and traffickingin child pornography over the Intemet, specifically on IRC channels,
and involved the simultaneous execution of search warrantsin 17 countries. With the assistance of
the United Kingdom, 22 individuds have been prosecuted in the United States. Cooperation from
Internet service providers (*1SPs’) was crucial to thiseffort, for it was through records kept by | SPs
that law enforcament agencies were able to identify the targets of their investigations
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3. Analysis of Existing Law

Although the growing number of child pornography and luring prosecutionsis distressing,
it also demonstratesthe adequacy of existing federal lawsdesigned to criminalize child pornography
and other pedophile activities. Strong laws in these areas have made these prosecutions possible,
and vigorous prosecution under these laws helps deter the illegal activity. In addition, various
federal and state law enforcement agendes have collaborated to provide vaduable resources and to
share investigative techniques to protect children from predators.

Child pornography offensesarecovered by 18 U.S.C. § 2251 et seq. Theselawsspedfically
include computerswithin the proscribed means of distribution and possession of child pornography.
They specifically prohibit the production, transportation, receipt, or distribution of visual depictions
that involvethe use of aminor (any person under the age of 18) engaged in sexually explicit conduct,
where the producer or distributor knows or has reason to know, that the depiction was or will be
transported in interstate commerce or was created using a camera (or the like) that had traveled in
interstatecommerce. Computer graphicimages—including computer or computer-generatedimages
or pictures of a minor engaged in sexually explicit conduct; “morphed” images that appear to be
(through computer manipulaion) of aminor engaged in sexually explicit conduct; and images that
are adults promoted as children engaged in sexually explicit conduct — are included within the
definition of “visual depictions.” 18 U.S.C. § 2256(5) and (8).*

Child luring is covered by 18 U.S.C. § 2422(b), which prohibits the use of any facility or
means of interstate commerce to knowingly persuade, induce, entice, or coerce a minor to engage
in criminal sexual activity or prostitution, or to attempt todo so. For example, in November 1999
an appellate court upheld the conviction of adefendant who pled guilty to one count of soliciting a
minor for a sex act and three counts of transporting a depiction of a minor engaged in sexually
explicit conduct. Using an online “screen name,” the defendant engaged in a series of e-mail and
real-time conversations with a government agent, whom the defendant believed to be a 14-year-dd
girl. Duringtheconversations, the defendant repeatedly attempted to persuade theagent tomeet him
in a motel to engage in various sexual acts. In addition to these conversations, on three separate

* See United States v. Hilton, 167 F.3d 61, 65 (st Cir.) (“Congress enacted the [Child
Pornography Prevention Act] to modernize federal law by enhandng its ability to combat child
pornography in the cyberspace era. . . . Lawmakers wished to improve law enforcement tools to
keep pace with technological improvements that have madeit possible for child pornographers to
use computersto ‘morph’ or alter innocent images of actual children to create a composite image
showing them in sexually explicit poses’), cert. denied, 120 S. Ct. 115 (1999); United States v.
Acheson, 195 F.3d 645 (11" Cir. 1999); United States v. Fox, No. 1:99-CR-75, 1999 WL 976704
(E.D. Tex. Sept. 15, 1999). A recent court decision has, however, injected some uncertainty in this
area. In December 1999, the U.S. Court of Appeals for the Ninth Circuit struck down portions of
the Child Pornography Prevention Act of 1996, holding that the First Amendment prohibits
Congressfrom enacting astatute that makes criminal the generation of images of fictitious children
engaged inimaginary but explicit sexual conduct. See The Free Speech Coalitionv. Reno, No. 97-
16536, 1999 WL 1206649 (9" Cir. Dec. 17, 1999).
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occasions, he trasmitted three different images of minorsinvolved in sexually explicit conduct via
his computer.

Another statute, 18 U.S.C. § 2423(a), prohibits a person from transporting a minor in
interstate commerce with the intent to engage in crimina sexual activity with the minor or
prostitution. A related provision, 18 U.S.C. § 2423(b), prohibitsapersonfromtravelingininterstate
commerce, or conspiring to do so, for the purpose of engaging in criminal sexual activity with a
minor. In September 1999, for example, a defendant in Wisconsin was sentenced to 15 monthsin
prison, three years of supervised release, and a $2,000 fine after he pled guilty to a charge of
traveling across state lines to engage in a sexual act with a minor whom he met in an online chat
room. The defendant traveled from his home in Minnesota to the 14-year-old child’'s home in
Wisconsin to engage in sexual activities with her.

In addition to these statutes, Congress recently enacted 18 U.S.C. § 2425 to provide
additional protections for children online. This statute prohibitsthe use of afacility of interstate
commerce, such asacomputer connected to the I nternet, to transmit i nformati on about aminor under
the age of 16 for criminal sexual purposes. Thisstatute isin response to a case from Illinoiswhere
an individual posted a9-year old girl’s name and telephone on the Internet, indicating that she was
availablefor sex. This statute would apply any time a child predator communicates online with
another child predator and provides personal information about aminor under 16 for criminal sexual
puUrposes.

Congress has aso permitted the Attorney General to delegate administrative subpoena
authority to the FBI, the Criminal Division of the Department of Justice, and the United States
Attorneys Offices. See 18 U.S.C. § 3486A. Administrative subpoenas may be used to gainaccess
to subscriber information from an Internet service provider (“ISP’) during an online child
pornography or child abuse investigation. Thisauthority will significantly reduce the time needed
to gain subscriber information from | SPs when an agent is seeking to identify a perpetrator who has
used the Internet to lureachild. Congress has also required | SPs that become aware of an apparent
violation of any federal child exploitation statute to report that information to a designated law
enforcement agency. See 42 U.S.C. 8§ 13032; see also 28 C.F.R. 8§ 81.1 et seq. (requiring ISPsto
report such violations to the National Center for Missing and Exploited Children, which in turn
forwards complaints to designated federal law enforcement agencies).

Congressa so has enacted other legislation to protect children from harmful material onthe
Internet. The Child Online Protection Act (“COPA™) restricts the dissemination of “obscene’
materials and materials “ harmful to minors” over the world wide web. See 47 U.S.C. § 231.°> The

® The statute provides an affirmative defense to liability, however, if the website attempts

to screen minors from viewing the materials by requiring access through a credit card, debit card,
or adult identification number. See47 U.S.C. § 231(c). COPA’ srestriction on communicationsthat
are “harmful to minors’ has been challenged by various commercial entities and civil liberties
groups on First and Fifth Amendment grounds, and a district court has entered a preliminary
(continued...)
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statute al so established a Commission on Online Child Protection to examine the extent to which
current technological tools effectively help protect children from inappropriate online content. In
1999, Congress extended the deadline by which the commission was to submit its report to
November 2000.

4. Specific Federa Initiatives

Federal, state, and local law enforcemert agencies have all responded vigarously to child
pornography and sexual exploitation on the Internet. In particular, the FBI, the Customs Service,
the Postal Inspection Service, the Department of Justice’ s Child Exploitation and Obscenity Section
(*CEOS"), andtheNational Center for Missing and Exploited Children (*“NCMEC”) havedevel oped
extensive programs and investigative and prosecutorial toolsin response to child pornography and
sexual exploitation on the Internet. In addition, the Department of Justice's Office of Juvenile
Justiceand Delinguency Prevention (* OJIDP”) hasplayed aleading rolein coordinating cooperative
efforts between federal, state and local offiaals.

FBI’s Innocent Images Initiative — The FBI began the Innocent Images
National Initiativein 1995 to address the problem of child pornography and
child sexual exploitation facilitated through the use of the Internet and online
services. Innocent Imagesis a proactive, intelligence-driven, multiagency
investigative initiative. It is the central operation and case management
system for al FBI investigations involving online child pornography and
child sexual exploitation. Theinitiative focuses on individualswho indicate
awillingnessto travel for the purpose of engaging in sexual activity with a
minor and those who produce or distribute child pornography. Cases
evolving fromthelnnocent Imagesinitiative haveresultedin 358 convictions
as of December 1999.

Customs’ Cyber Smuggling Center — In August 1997, the Customs Service
formed the CyberSmuggling Center, which (among other things) develops
leads, tips, and complaints of child pornography and luring and forwards
them to area offices for further investigation and case development. Some
of these leads come from the Center’ s website, which received almost 6,000
tipsbetween November 1997 and November 1998. The Center dso conducts
undercover operationstoidentify child pornography producers and distribu-
torsat theinternational level. Theseundercover operationshaveinvestigated
operations on the World Wide Web, in newsgroups, in IRCs, in bulletin
board services, andincommercial onlineservices. Between November 1998
and September 1999, the Customs Service' schild pornography investigations
have resulted in 436 convictions.

>(...continued)
injunction as to its enforcement with respect to such communications. See ACLU v. Reno, 31 F.
Supp. 2d 473 (E.D. Pa. 1999), appeal pending, No. 99-1324 (3d Cir. argued Nov. 4, 1999).
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Postal Inspection Service — Since the enactment of the Federal Child
Protection Act of 1984, Pub. L. 98-292 (codified as 18 U.S.C. § 2251 note),
the Postal 1nspection Service has conducted more than 3,500 child exploita-
tion investigations, resulting in the arrest and conviction of over 2,900 child
molesters and pornographers. The Service increasingly is discovering that
child molesters and pornographersare using compute's, along with the mal,
to find potential victims, to communicate with other criminals, and to locate
sources of child pornography. In Fiscal Year 1998, nearly half of the
Service' schild exploitation casesinvolved computers. Amongthe Service's
undercover operations are the placement of contact advertisements in
sexually oriented publicaions, written contact and correspondence with
subjects of investigations, development of confidential sources, and more
recently, undercover contact with suspects via thelnternet.

Child Exploitation and Obscenity Section, Department of Justice—CEOShas
takenanactiveroleintraining federal prosecutorsto handlechild crimecases
that were once mainly handled by local jurisdictions. The Section has
sponsored several training seminars for federal prosecutors on the issues of
child pornography and child exploitations. These training sessions have
taught prosecutors and federal law enforcement agents the mechanics of
computer hardware and software, the Internet, onlineinvestigative tools and
techniques, and child exploitation laws. CEOS also offers U.S. Attorneys
offices litigation support through investigative advice, computer search
warrant and indictment reviews, and joint prosecution of cases.

CyberTipline— NCMEC launched the CyberTiplinein March 1998 to serve
as a national online clearinghouse for tips and leads about child sexual
exploitation (www.cybertipline.com). Mandated by Congress, the Cyber-
Tipline alows individuals to report online (and via a toll-free number)
incidents of child luring, molestation, pornography, sex tourism, and
prostitution. Since March 1998, the CyberTipline has received over 8,000
reports of child pornography alone.

Officeof Juvenile Justice and Delinquency Prevention, Department of Justice
— Pursuant to direct Congressional appropriations, OJIDP administers the
Internet Crimes Against Children (“ICAC”) Task Force Program® to help
state and local law enforcement agencies respond to computer-facilitated
childsexual exploitation offensesby creating regional clustersof forensicand

. ° The JCAC Task Force Program defines “Internet crimes against children” as the sexual
exploitation og cﬁ?ldren y otrfendersgus ng the Internet, online communications systems, or other

computer technology. It encompassescrimesof child pornography and online solicitation of minors
for sexual activity.
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investigative expertise. Currently, ten agencies (covering 12 states) are
operating, withan additional 16 sitesslated to start online operationsby April
2000.

4, Investigatory Challenges

Despite the general sufficiency of existing federal laws to combat child pornography and
luring, and despite the extent to which law enforcement has gained effective new tools from the
Internet and rel ated technol ogies (such as Cyber Tipline noted above and the* investigative interests”
databasediscussed bel ow), law enforcement continuesto face daunting challengesinitsfight agai nst
online child pornography and pedophiles.

The ease with which sophisticated users can be anonymous on the Internet, the use of
sophisticated encryption to conceal evidence of unlawful conduct on the Internet, and the need to
coordinateinternational investigationsand prosecutions, all hinder law enforcement agencies’ ability
to fight these types of crimes. In addition, |SPs may not generate records and data or retain them
for asufficient length of time to permit law enforcement agencies to respond to child pornography
traffickersand predators. These challenges create barriers to the identification of perpetrators and
to the gathering of other data and evidence for their prosecution.

One areain which law enforcement is having some success in responding to investigatory
challengesposed by thel nternet istheareaof interagency coordination. Becausethelnternet renders
conventional law enforcement boundaries virtually meaningless, one of the most important issues
in general, but particularly in the area of child pornography and sexual exploitation investigations,
Is the effective coordination of interagency referrals and cases. Absent meaningful case
coordination, law enforcement agencies are likely to conduct redundant investigations or disrupt
undercover operations of other agencies. Consider the following examples:

To avoid entrapment and to establish a suspect’s predilection for sex with
minors, a federal agent posing as a 13-year old girl develops a chat-room
relationshipwith amiddle-aged male. The agent becomes alarmed when the
suspect postpones a meeting, citing weekend travel plans to meet another
underagegirl. Concerned for the potential victim’ ssafety, the agent requests
anarrest warrant for alesser charge of conspiracy, whileother agents attempt
to identify the victim. One day later, the agent discovers tha the “victim”
was an undercover officer from another state.

In another case, three federal agencies and one local law enforcement
organization conduct parallel undercover operations targeting the same
corporation. Theindependent investigations, asidefrom being redundant and
awaste of resources, nearly result in the corporation learning prematurely of
its target status and providing it an opportunity to destroy evidence or ater
operating procedures.



OJIDP is addressing communication and coordination concerns by requiring ICAC Task
Force agencies to register “investigative interests’’ in a common database. Before conducting a
full-blown investigation, ICAC Task Forces check this database to determine if a screen name or
other potentially identifiable entity istargeted by another agency. If so, that agency is contacted to
discuss the investigation and provided the additional information. If not, the inquiring agency
registersitsinterest and proceeds with the investigation.

Nearly all ICAC Task Forceinvestigationsinvolve more than onejurisdiction and routinely
require an extraordinary degree of multiagency collaboration. In anticipation of increased
interagency referrals, federal, state, and local law enforcement agencies have expressad some
concern about investigations that are initiated on the basis of information that may have been
gathered through inappropriate investigative conduct or techniques by officers of another agency.
In response to these concerns, OJIDP, with the input from the 10 original ICAC Task Force
organizationsand federal prosecutorial and law enforcement agencies, esablished ICAC Task Force
operational andinvestigativestandards. Thesestandards addressissues of information sharing, case
coordination, undercover officer conduct, evidence collection, target sel ection, mediarel ations, and
supervision pradtices.

5. Conclusions

Many federal lawsthat have traditionally protected children — such as those used to combat
child pornography and luring — also apply when individuals use the Internet to commit those
offenses. Other laws have specifically been designed to deal with online child pornography and
related crimes. Federal agencies,including the Customs Serviceand the Department of Justice, have
devel oped numerous programs to protect children on the Internet. These have, for the most part,
been successful. Despitethe successes, law enforcement agenciesstill face numerous challengesin
combating online child pornography and related crimes. The most daunting of these challengesare
the anonymous nature of the Internet and the need for extensive coordination and communication
between federal, state, and local law enforcement agencies.

" Aninvestigativeinterest is established when thereis areason to believethat ascreen name
or other potentialy identifiable entity has committed a crime or has engaged in a sequence of
activitiesthat islikely to lead to the sexual exploitation of achild.
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APPENDIX D —INTERNET SALE OF PRESCRIPTION DRUGS
AND CONTROLLED SUBSTANCES

1. Nature of the Potentially Unlawful Conduct

Over the past year, more and more consumers have purchased prescription drugs over the
Internet. According to one recent study, online pharmacies sold more than $1.9 hillion in
prescription drugs, over-the-counter drugs, cosmetics, vitamins, toiletries, and other health and
beauty productsin 1999." The ability to order prescription drugs over the Internet from online
pharmacies can obviously provide significant societal benefits. Individuals who might otherwise
have difficulty going to a “brick and mortar” pharmacy to obtain needed medications — such as
persons with disabilities, the elderly, and those in rural communities—will surely benefit from the
convenience of being able to order their presaription drugs online Online sales areaso likely to
foster price competition for prescription drugs among licensed sellers. Any law enforcement
initiatives must protect public health by deterring criminal and illegal pharmacy practices on the
Internet and safeguard the privacy of confidential consumer information, yet avoid stifling the
growth of the Internet generally or chilling its use asacommunication medium, including itsusefor
lawful commercial purposes.

In analyzing the legal issues surrounding online pharmacies, it is important to distinguish
among three different types of online pharmacies.

Some online pharmacies operate much like traditional “brick and mortar” or
legitimate mail-order pharmacies. These online pharmacies use state-
licensed pharmacists and require consumers to obtain valid prescriptions
from licensed physicians before ordering drugs online. They verify that a
licensed physician actually hasissued the prescription to the patient before
they dispense any drugs. These sites, like their physical counterparts, are
covered by a comprehensive regulatory scheme that includes pre-market
approvals, prescription drug designations, practitioner examinations, and
pharmacy dispensing. This regulatory scheme, established under existing
laws, has created a safety net to protect the American public from injuries
resulting from unsafe drugs, counterfeit drugs, and improper prescribing and
dispensing practices.

! See Online Pharmacy Sales Top $1.9 Billion, E-Commerce Times, Jan. 13, 2000. Still,
“Internet prescription sales in 1999 represented a small slice — about $160 million — of the $101
billion U.S. market,” according to Forrester Research, an Internet research firm. Seel auraJohannes,
Competing Online, Drugstore Chains Virtually Undersell Themselves, Wall St. J, Jan. 10, 2000, at
B1. By 2004, however, Forrester Research estimates that prescription drug sales over the Internet
will account for $15 billion. See Online Healthcare Expected to Reach $370B by 2004, E-
Commerce Times, Jan. 4, 2000.
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Other online pharmacies offer to “diagnose” a patient online, to “prescribe”
the medication, and to distribute it without a licensed prescriber (suchas a
physician) ever physically seeing the patient. These websites typically use
an online medical questionnaire, which asks for the patient's health profile,
current medication, and medical history (see sidebar on Online Pharmacies
— Potential Health Risks). Based onthisquestionnaire, aprescriber affiliated
with the website “diagnoses’ the patient's ills and prescribes medication,
which the website's pharmacy then distributes. These websites may appeal
to consumers who wishto purchase“lifestyle” drugs (such asthose used for
erectile dysfunction or har loss), but do not want the inconvenience or
embarrassment that might accompany a request to a doctor, or who might
wish to resell these drugs.

Still other online pharmacies are websites that allow consumersto purchase
prescription drugswithout any type of prescription. Thesewebsitesmay also
appeal to consumers who wish to obtain certain medications without first
obtaining a prescription. It isaso possible that consumers who have been
told by doctorsthat they should not take certain drugs may try to circumvent
the system by going online and buying the drugs that doctors have denied
them.

Online pharmaciesthat dispense prescription drugs based solely on an online questionnaire
or that do not require a prescription at all pose a significant risk to public health for three reasons.
First, they circumvent the traditional protections built into the doctor-patient relationship, such as
when adoctor requires a patient to undergo aphysical examination to make adiagnosisand identify
drug allergies or physical ailmentsthat make taking certain drugs dangerousto the patient’ s health.
Second, theinability of consumersto confirm the legitimacy of online pharmacies, many of which
might be located overseas, increasestherisk that drugs are placebos, mislabeled, or counterfeit, and
the inability to confirm the authenticity of the doctors associated with them likewise offers little
comfort regarding the adequacy of medical review. Finally, because the Internet can be an
anonymous medium, some online pharmacies might be nothing more than scams, collecting credit
card numbers and cash, but providing no products. In the physical world, consumers have certain
protections against the fraudulent sale of prescription drugs(e.g., consumers can physicaly enter a
store and see who is selling a drug or can receive approval from their insurance company to use
certain mail-order services). In the cyberword, such protections are not as obviously present.

An increasing numbe of illegal drug traffickers (whether they deal in cocaine, heroin,
MDMA, LSD, marijuana, controlled substances such as anabolic steroids, or precursor chemicals
that are needed to manufactureillicit drugs) area so using thelnternet. With portable computersand
online connections, illegal drug traffickers can transmit text, audio, and video; track shipments; and
engage in financial transactions virtually anywhere in the world. In short, the Drug Enforcement
Administration (“DEA") and other drug enforcement officials areincreasingly finding that illegal
drug traffickers are turning to innovative technologies to conduct their businesses, disguise their
activities, and avoid law enforcement scrutiny.

D-2



Online Phar macies —Potential Health Risks

The potential health risks created by online pharmaciesthat offer online diagnoses and
prescriptions are best illustrated by example.

Viagra™ isacommonly sold prescription drug on the Internet. It isindicated for
the treatment of erectile dysfunction, which may be a symptom of more serious
diseases, including heart disease. Without a physical examination, a patient’s
underlying heart disease or other condition may not be detected, with potentially
fatal consequences. A recent survey of websites selling Viagra™ found that 45
percent of them provided noinformation about contraindications, e.g., concomi-
tant use of nitrates, and 56 percent providenoinformation aboutother risk factors.
SeeK. Armstrong, J.S. Schwartz & D.A. Asch, Direct Sale of Sildenafil (Viagra)
to Consumers over the Internet, 341 New Eng. J. Med. 1389 (1999). Hearings
before the House Subcommittee on Oversight and I nvestigations, Committee on
Commerce, also revealed numerous examples of websites selling Viagra™ to
consumers who were at risk of heart disease.

Prescription diet drugs are also commonly sold over the Internet. Suppose an
anorexic woman who seeks such adrug fills out an online questionnaire and in
the section on height and weight, the woman statesthat sheis5'9" and weighs 280
Ibs. when, in fact, she weighs only 80 Ibs. She also fails to mention on the
guestionnaire that she is being treated for anorexia nervosa and depression with
suicidal thoughts. A “doctor” reviews the questionnaire, but does not bother to
call her primary care physician. Based on the information contained in the
guestionnaire, the “doctor” prescribesthe diet drug. A week later, thewomanis
rushed to the hospital for attempting suicide by overdosing on the drug.

2. Analysis of Existing Law

The Federal Food, Drug, and Cosmetic Act (“FDCA”), 21 U.S.C. 8 301 et seq., prohibits
the manufacture and distribution of misbranded and adulterated drugs, requiring them to be label ed
accurately and manufactured and properly handled inways that prevent contamination or misuse.
Congress established the regulatory scheme that currently governsthe sale of prescription drugsin
1951 to protect the public from abuses arising from the sale of potent prescription drugs and to
relieveretail pharmacists from burdensome and unnecessary restrictions on the dispensing of over-
the-counter drugs. See21 U.S.C. 8§ 353(b)(1). That regulatory schemerelieslargely on two health
professionals— a physician and apharmacist — to protect patients from the knowing or accidental
misuse of medicines that are toxic or that have the potential for causing harm.?

2 To help ensure that these health professionals are knowledgeable about their patients,
(continued...)
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Accordingly, drugsthat are considered prescri ption drugsunder the FDCA may bedispensed
only with avalid prescription of apractitioner licensed to administer thedrug. See21 U.S.C. §353.
A prescriptiondrug isconsidered “ misbranded” if it isnot dispensed pursuant toavalid prescription
in accordance with 21 U.S.C. § 353(b)(1). Introduction or delivery for introduction of misbranded
drugsinto interstatecommerce violatesthe FDCA. See21 U.S.C. 8 331(a). Legal action to curtail
the distribution of misbranded drugs — including distribution of drugs without avalid prescription
—may be brought criminally or civilly. For afelony conviction, the government must establishthat
the defendant acted with intent to defraud or mislead or that the defendant is arepeat offender. See
21 U.S.C. 8 333(a). Civil cases and misdemeanor prosecutions do not require proof of intent to
defraud or mislead.

An online pharmacy that provides prescription drugs without a prescription — the third
category of online pharmacies noted above —would plainly be in violation of the requirements of
section 353(b)(1). For online pharmaciesthat offer online diagnosis, prescription, and distribution
of medication — the second category of online pharmacies noted above — the issue is whether the
onlineinteractionresultsinavalid “ prescription” under 21 U.S.C. §353(b). That issue may depend
on state law. Traditionally, the licensing and regulation of doctors and pharmacies have beenthe
responsibility of the states® For a prescription to be valid under this federal provision, however,
thereisastrong argument that it needs to be based on a legitimate doctor-patient relationship. For
example, with the assistance of FDA, the Department of Justice has successfully prosecuted doctors
who “prescribed” steroids (which were regulated at the time as prescription drugs, rather than
controlled substances, as they are now) without establishing legitimate doctor-patient relationships
with their customers. And the Federation of State Medical Boards has taken the view that
“[w]ebsites that offer prescription drugs based solely on an electronic medical questionnaire area
threat to public safety and physicians who participate in such offerings clearly fail to meet an

%(....continued)

Congressin effect prohibited the practice of “diagnosisby mail”—i.e., theissuance of aprescription
on the basis of a form completed by a patient and mailed to a business that employs a doctor to
review such forms. See 21 U.S.C. 8§ 353(b)(2) (excluding “any drug dispensed in the course of
conduct of abusiness of digpensing drugs pursuant to diagnosis by mail” from exemptions to the
requirement that prescription drugs bear adequateinstructions for use); Proposed Amendments to
Section 503(b) of the Federal Food, Drug, and Cosmetic Act of 1938: Hearings beforethe Subcomm.
on Health of the Senate Comm. on Labor and Public Welfare, 82d Cong. 36-39, 185, 202 (1951);
S. Rep. No. 946, at 7 (1951).

* Generally, state boards of medicine and pharmacy prescribe rules governing thase

disciplines within their respective states. See, e.g., Va. Code, tit. 54.1, subtit. |11, ch. 29 (requiring
practitioners of medicine and related healing arts to have a license from state Board of Medicine,
which is given authority to regulate those practitioners); Va. Code, tit. 54.1, subtit. 111, ch. 33
(requiring pharmacists to have alicence from state Board of Pharmacy, which is given authority to
regul ate pharmacies).
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acceptablestandard of care.”* If aprescription isnot vaid, then the online pharmacy may be found
to be distributing “misbranded” medication in violation of the FDCA.°

Some of the drugs available online (or the subject to drug trafficking) are controlled
substances. The Controlled Substances Act prohibits the knowing or intentional unauthorized
manufacture, distribution, possession, or intent to manufacture any controlled substance; it also
requires that all persons who import, export, manufacture, distribute, or dispense a controlled
substancein the United States obtain aregistration. See 21 U.S.C. 88 822, 829, 841, 958. Because
the statute regulates conduct in atechnol ogy-neutral way, it applies to online pharmacies and other
websites that offer or dispense controlled substances.®

The registration of all authorized domestic handlers of controlled substances in the United
States serves as the basis for a“closed” system of distribution — only those properly authorized or
registered may obtain controlled substances from another registrant or may import them, and those
licensed and authorized to dispense such substances to the ultimate user or consumer are mandated
to do so pursuant to legitimate medical and pharmacy practicesas defined by statelaw. Indeed, the
DEA has issued a regulation that defines "prescription” in away that may make it impossible to
issueavalid prescription for controlled substances on thebasis of an online“diagnosis’ asaregular
courseof business (though onlinediagnosesin emergency situationsmight still bepermissible). See
21 C.F.R. §1306.04.

Another potentia avenuefor enforcementinvolvestheFederal Trade CommissionAct (“FTC
Act”), 15U.S.C. 845 et seq. The FTC Act proteds consumers from unfair or deceptive acts or
practices, including the false advertisement of drugs, see id. 88 45(a), 52. Actions to enjoin
violations of the FTC Act may beinitiated administratively or filed in federal district court, seeid.

* Letter from James R. Winn, M.D., Executive Vice Presdent, Federation of State Medical
Boards of the United States, Inc., to Nelson Peacock, Office of Intergovernmental Affairs, U.S.
Dep't of Justice (Nov. 1, 1999). Similarly, the FDA, the National Association of Boards of
Pharmacy, and the Federation of State Medical Boards have noted in a joint statement that “[a]
health care practitioner who offers a prescription for apatient the practitioner has never seen before
and based solely on an online questionnaire generally has not met the appropriate medical standard
of care.” Principles of Understanding on the Sale of Drugs on the Internet (July 28, 1999).

®> Though not addressed in this report, the sale of veterinary prescription drugs sold over the
Internet al so raises many of the sameissues. The FDCA providesthat veterinary prescription drugs
must be sold and used through a prescription that is based on a legitimate veterinarian-patient
relationship. These drugs are often used in food-producing animals, and without a veterinarian’s
oversight, they may be misused, resulting in drug residues that are potentially harmful to humans.

® Another relevant portion of the statute is 21 U.S.C. § 863, which makesit illegal for a
person to sell or offer for sale drug paraphernalia, to use any facility of interstate commerce to
transport drug paraphernalia, or to import or export drug pargphernalia These prohibitions also
apply in atechnology-neutral way to cover conduct involving the use of the Internet.
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88 45(b), 53. Many online pharmacies make important representations to consumers on their
websites. For instance, claiming that a properly licenced physician will review the online
questionnaire would be such a representation, as would a representation that a product is safe.
Websites may represent, falsely, that medical information collected from consumers will be kept
confidential or that an online consultation is equivalent to a physical examination. To the extent
such representations are false or deceptive, the online pharmacy would be violating the FTC Act,
thereby subjecting the website operator to a civil enforcement action.

Federal |aw enforcement may also look to thefederal mail and wire fraud statutes whenever
an online or other pharmacy defrauds consumers. Whether such a suit would be criminal or civil,
under 18 U.S.C. § 1345 or the FDCA, would depend on the precisefacts of the case and the evidence
of fraudulent intent. Schemesinvolving the sale of drugs or health products over the Internet may
also violateother related federal criminal laws. Some websites offer to bill private or public health
careprogramsor insurersfor a“doctor’s’ advice or for the price of the drugor product itself. False
representations to an insurer to obtain payment can implicate both federal criminal and civil laws.

Based on the above analysss, existing federal |aw appears generally adequate to encompass
the unlawful sale of prescription drugs over the Internet. The same substantive legal requirements
that apply to the sale of prescription drugs from the corner pharmacy, by mail order, or by the
telephone also apply to such salesover the Internet. The Internet simply provides another means of
communication.

3. Investigatory Challenges

Evenif existing federd substantivelaw isadequate, unlawful online pharmaciesraise ahost
of difficult investigatory issues. Solutions are complicated given the fact that the diagnosis of
medical problems and the sale and distribution of prescription drugs domestically are regulated by
different federal and state agencies(asdiscussed bel ow, the situation iseven more complicated when
foreign websites are invdved). The federal government, through federal statutes such as those
described above, has substantial jurisdiction over theillegal sde of prescription drugs. At the same
time, states have jurisdiction over doctors and pharmecists practicing within their borders.

State regulators, however, face many significant challenges to enforcing existing state laws
relating to the practice of prescribing and dispensing medicine against online practitioners. 1n many
casesit can be difficut, without extensive time and resources, even to identify the name, location,
and stateof licensure or registration of thephysicians, pharmacists, and webste operationsinvolved.
Even when relevant parties can beidentified and located, it can be difficult and costly for a state to
pursue enforcement action against an out-of-state physician or pharmacist. Even if such an action
were successful, the website operator would not be precluded from continuing to operate in other
Sstates.

There have been a number of proposals to address this investigatory challenge:

The Administration recently announced anew initiativeto protect consumers
from the illegal sale of prescription drugs over the Intenet. In addition to
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increasing existing penaltiesand investigativeresourcesand launching anew
public education effort, the initiative would establish new federal require-
ments for online pharmacies to ensure that they comply with relevant stae
and federal laws. These requirements, the details of which are undergoing
interagency review, might include disclosures or certifications regarding the
identity of pharmacistsor other relevant health care professionals employed
by the website and the states in which they are licensed.’

In July 1999, the FTC proposed that websites that offer to sell prescription
drugs must disclose information such as the name, address, and telephone
number of the pharmacy that will dispense the prescription and the states
where the pharmacy is licensed or registered to do business; the name,
address, and telephone number of each physician providing online prescrib-
ing services and the states where each physician is licensed or authorized to
practice medicine; the name, address, telephone number, and principal
officers of the online business offering the prescription drugs; and the states
from which the website will accept orders for prescription drugs?

In August 1999, Congressman Klink introduced the Internet Pharmacy
Consumer Protection Act, H.R. 2763, 106" Cong. (1999), which would
reguire online pharmacies to provide on their websites identifying informa-
tion, such asthe name of the principal practitioner, the address and telephone
number of the principal place of business, and the states in which the
pharmacy and pharmacists are licensed. If the website provides medical
consultations for prescriptions, it would &l so have to disclose the names and
licensing information of the prescribers. The proposed legislaion would
authorize FDA to enforce these requirements.

These proposals generally complement existing federal laws regarding the sale of
prescription and unapproved drugs. In the offline world, consumers are assured of the safety and
suitability of the drugs that they take not only because the drugs must be prescribed by alicensed
physician, but also because they must be dispensed by alicensed pharmacy. When, for example, an
offline consumer walks into a brick-and-mortar pharmacy to have a prescription filled, he or she
knows the identity and location of the pharmacy, and the pharmacy’ s license on the wall provides
visual assurance that it meets certain health and safety requirementsin that state. In the online

" This certification proposal could be modeled on avoluntary certification program offered
by the National Association of Boards of Pharmacy, in which the organization verifiesthelicensure
of online pharmacies and provides a® Verified Internet Pharmacy Practice Site” seal of approval to
sites that meet its standards.

® See Drugstoreson the Net: The Benefitsand Risks of Online Pharmacies: Hearings Before
the Subcommittee on Oversight and I nvestigations, House Comm. on Commerce, 106" Cong. (1999)
(statement of the FTC).
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world, existing law requiresaconsumer to have avalid prescription from alicensed physician before
a prescription drug can be dispensed, but does not provide a mechanism for identifying the online
pharmacy or verifyingthatitisproperly licensed. These proposals (and variationsthereof) therefore
fill a gap in the existing regulatory structure to protect consumers from illegitimate online
pharmacies—i.e., those that seek to operate without complying with relevant state and federal laws.

Inaddition, asnoted above, the proposal saddress an important investigatory need. Sitesthat
operatewithout the required disclosures or certifications would be subject tosanctions. Thefailure
todiscloseor todisplay proper certification would provideinvestigatorswith arapid and coordinated
way in which to identify illegitimate online pharmacies. Penalties for false disclosures or
certifications would deter such misrepresentations, and having a single enforcement mechanism
would permit rapid and coordinated investigations, while reaining traditiond state authority to
regulate pharmecies.

In the meantime, several federal and state law enforcement agencies are already working
together to create coalitions to combat the illegal sale of online pharmaceuticals. These alliances
preserve traditional jurisdictional boundaries between federal and state law enforcement, while
targeting illegal online pharmacies that threaten public health and safety.

A good example of ajoint federal-state alliance is that entered into in August 1999 by the
Kansas Attorney General’s Office and the U.S. Attorney’s Office for the District of Kansas. In
addition to thesetwo offices, theallianceincludesrepresentativesfrom the Kansas Pharmacy Board,
Kansas Board of Healing Arts, Consumer Protection Division, the Medicaid Fraud and Abuse
Division and the Food and Drug Administration’s Office of Criminal Investigations. In this
coalition, state authorities have taken the lead in dealing with online pharmacies that may not meet
state regulations but are attempting to offer legitimate pharmaceutical services. The Kansas
authorities have found that these entities will generally conform their conduct to meet stae
regulations after notification. For its part, the U.S. Attorney’s Office is assisting the state with the
identification of individuals, including doctors, respongble for illegal online pharmacy drug sites.
Inturn, Kansasstateauthoritiesaretaking legal action against doctors, websites, and pharmaciesthat
dispenseprescription drugsover theInternet in violation of statelaw ongroundsthat “ prescriptions’
issued based on online interaction are not valid.

In addition to combating the unlawful sale of prescription drugs from domestic website
operators, law enforcement agencies are also examining how to stop foreign Internet sites from
selling prescription drugs that are then illegally imported into the United States. The United States
continues to seek and obtain the cooperation of foreign governments in enforcing U.S. laws
including those that pertain to prescription drugs. Foreign sales of pharmaceutical controlled
substances at the retail level into the United States via the Internet violate the United Nations
Convention Against Illicit Traffic in Narcotics and Psychotropic Substances of 1988 aswell asthe
Controlled Substances Act, 21 U.S.C. 88 951-971. Virtualy all countries that would be foreign
sources for such substances are parties to the U.N. convention.

Although international awareness and cooperation on fighting crime has grown, we must
continue to resolve philosophical differences between countries on combating the sale of illegal
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goods online and also to devel op practical waysto enforce our laws. For example, thefocus of our
concern with prescription drugsfrom foreign countriesis not necessarily with the Internet aspect of
the sale, but with theillegal importation and distribution of those drugs in the United States. One
way to stop these sales might befor law enforcement agenciesin the United States, in particular, the
Customs Service and FDA, to work with their counterparts in countries with online prescription
firms to prevent the shipping of the drugs into the United Staes.

The Customs Service's CyberSmuggling Center is, for example, actively working with
Customs attacheé offices and their foreign counterparts to identify and target online pharmacies
located outside the United Statesthat are shipping prescription drugs and controlled substancesinto
the United States. Customs’ Internationd Mail Facilities are successfully stopping parcelsentering
the United States. Upon adeterminaion by FDA that the drugs arein violation of law, the parcels
areseized andreferredfor investigativefollow-up. The Customs Serviceseized 9,725 packageswith
prescription drugs | ast year, over four times as many aswere seized in 1998.° Despite these efforts,
the Customs Service and the FDA would require a substantial increase in resources and personnel
as apractical matter to stop all, or even most, illegal prescription drugs from entering the country.

4. Conclusions

Apart from new legislative efforts to require online pharmacies to make certain disclosures
or to obtain appropriate certifications, existing substantive federal law (for now at |east) appearsto
be adequate. The same federal legal requirements that apply in the physical world apply to the
online sale of prescription drugs and illegal drugs. There are nevertheless numerous issues that
createinvestigative difficultiesfor law enforcement. There arejurigdictional issues, as both federal
and state officials have jurisdiction over the activities relating to the sale of prescription drugs. In
addition, international issues have arisen, because many websites that offer drugs (approved and
unapproved in the U.S.) are located outside the country. And, there is a pressing need for
coordination of enforcement policies and initiatives among a variety of federal, state, and local
entities. Itiscrucial thatlaw enforcement agencies—at dl level s—receivethetraining, funding, and
other support necessary to conduct investigations into online pharmacies that threaten the public
health without impairing those that provide prescription med cation in asafe legal, and convenient

way.

® See Robert Pear, Online Sales Spur I1legal Importing of Medicinetothe U.S., N.Y. Times,
Jan. 10, 2000, at Al.
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APPENDIX E —INTERNET SALE OF FIREARMS

1. Nature of the Potentially Unlawful Conduct

The Internet can provide ameans for young people or other prohibited individuals, such as
felons, fugitives, and drug addicts, to obtain firearms. This is because the Internet provides a
convenient forum for the advertisement and sde of guns by non-licensed individualswho, unlike
federal firearms|licensees (“FFLS’), are not required to conduct background checks on prospedive
purchasersor maintainrecordsof sales. Thefirearmseligibility background checksthat arerequired
by the Brady law have proven extremely effectivein preventing guns from falling into the wrong
hands, stopping more than 400,000 criminals and other prohibited people from obtaining gunsfrom
FFLs since 1993. Y oung people and criminals who are turned away by licensed dealers may turn
to the Internet to obtain guns. The Internet, therefore, is one more forum (in addition to gun shows
and newspaper classified advertisements) where many guns can be sold nearly anonymously and
without background checks. Asaresult, these guns often cannot be effectively traced back to the
purchaser if they arelater usedin crimes.

Becausethe Internet provides an inexpensive means to offer items for sale through on-line
classified advertisements, auction sites, and on-line marketpl aces, the | nternet al somakesit easy for
privateindividualsto violate the law by dealing in firearms without obtaining the requisite license.
(In response to this problem, some e-commerce merchants, such assome Internet auction sites, do
not permit postings that involve firearms transactions on their websites.) 1n addition, the Internet
makes it easier for such sales to occur without either the buyer or seller being made aware of the
applicable legal requirements.

Another type of unlawful conduct that may occur onthelnternet involvespossibleviolations
of therestrictions on interstate sales of firearmstha are imposed by federal law. Because offersfor
sale posted on the Internet will be accessible to people all across the country —and indeed all over
the world — there is a strong possibility that prohibited interstate or foreign sales will occur.

Finally, there isthe possibility that some FFLswill violate federal law to take advantage of
the commercial opportunities presented by the Internet. For example, FFLsarerequired to examine
identifying documents of the purchaser and may not sell guns to persons who are prohibited,
underage or, in the case of handguns, do not reside in the state in which the FFL islicensed. The
Internet may createatemptation on thepart of FFLsto circumvent any and all of these requirements,
aswell asrecordkeeping requirements, because of the potential profitsthat can be earned fromonline
sales.

2. Analysis of Existing Law

Gun saleson the Internet are covered by existing laws and regulations governing commerce
in firearms. The principal federal law that appliesisthe Gun Control Act of 1968, which requires
those who “engage inthe business” of importing, manufacturing, or dealing in firearmsto obtain a
federal firearms license from the Secretary of the Treasury. See 18 U.S.C. § 922(a)(1). Such a
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license entitles an FFL to ship, transport, and receive firearms in interstate or foreign commerce.
Having alicense also imposes obligations on an FFL. For example:

FFLs must maintain records of all acquisitions and dispositions of firearms
and comply with al State and local laws tha apply to the transfer of
firearms.

FFLs must positively identify gun purchasers by examining a govern-
ment-issued photographic identification, such as adriver’slicense.

FFLs must comply with the Brady law before transferring a handgun or a
long gun to anon-licensee. The Brady law requires an FFL to contact the
National Instant Criminal Background Check System (“NICS’) before
transferring a firearm to any non-licensed person to determine whether the
receipt of afirearm by the prospective purchaser would violate federal or
state law.

The Gun Control Act prohibits an FFL or any non-licensed transferor from transferring
firearmsto persons the transferor knows or has reason to believe are disqualified from receiving or
possessing afirearm. See 18 U.S.C. § 922(d). The prohibited categoriesinclude: convicted felons
or persons under indictment for afelony (persons under indictment may possessfirearms, but may
not receive additional firearmswhileunder indictment); fugitivesfrom justice; drug addictsor users
of illegal drugs; personswho have been adjudicated mentally defective or involuntarily committed
toamental institution; illegal aliensor non-immigrant aliens; personsdishonorably discharged from
themilitary; personswho have renouncedtheir U.S. citizenship; personsunder certain typesof civil
protection orders; and persons convicted of a misdemeanor crime of domestic violence. Seeid. In
addition, subject to certain exceptions, persons under 18 may not possess handguns, and FFLs may
not sell or deliver rifles or shotgunsto persons under 18 years of age or handguns to persons under
21 yearsof age. See 18 U.S.C. § 922(b)(1), (X)(2) & (X)(5).

In addition to the regulation of licensed firearms dealers, the Gun Control Act also governs
the activities of licensed firearms oollectors, for whom the Internet undoubtedly provides a
convenient and legitimate means to communicate and trade with other colledors. Collectors must
obtain a collector’ s licenseif they seek to ship, transport, or receive firearms classified as “ curios’
or “relics’ ininterstate or foreign commerce. See 18 U.S.C. 8922(a). Licensed collectorsaso have
recordkeeping obligations, but they are not required to conduct Brady background chedks in
connection with transfers.

As noted above, the requirements for licensing apply only to those individuals who are
“engaged in the business’ of dealing in fireams. This condition exempts from the licensing
requirement many individuals who buy and sell guns as a hobby or not as a means of livelihood or
profit. See 18 U.S.C. § 921(a)(21)(C); 18 U.S.C. § 922(a). Because individuals who are not
“engagedinthebusiness’ may lawfully sell firearmswithout becoming alicensee, theseindividuals
do not havethe samerequirementsas FFLsto verify identities, to conduct Brady background checks,
or to maintain records of the transections.
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There are also limitations placed on the interstate transfer of guns. Under the Gun Control
Act, it is unlawful for an FFL to sell a handgun to a resident of another state. See 18 U.S.C. §
922(b)(3). A person can arrange, however, for the transfer of ahandgun from an out-of-state deal er
to an in-state dealer who conducts the background check and who otherwise fulfillsthe obligations
of alicensee transferring the gun. (Long guns are excepted from this general prohibition; they can
be bought by individuals from an out-of -state deal er if the purchaser gopearsin person at the out-of -
state dealer’ s place of business.)

Under current law, an FFL or non-licensed transferor is prohibited from shipping firearms
acrossstate linesto non-licensees. See 18 U.S.C. § 922(a)(2). (Different rules apply to long guns:
individuals may ship long guns across state lines to themselves in their state of residence, and an
FFL may transfer arifle or shotgun “over-the-counter” to a nonresident of the state as long as the
buyer and FFL meet in person to accomplish the transfer and if the transfer is legal in both of the
states where the buyer and FFL reside.)

In addition to federd law, many states have laws prohibiting the transfer of firearms to
enumerated classes of persons. Severa states restrict the private sale of firearms by unlicensed
personsand requireall transfersto be madethrough alicensee, who can performabackground check
and retain records of the sale. Other states require personswho wish to purchase afirearmto obtain
apermit or to wait to receive the firearm until the expiration of a mandatory waiting period.

3. Investigatory Challenges

Although the existing framework of federd firearmslaws appliesto transfers of fireaemson
the Internet, the Internet does present some unique problems. First, the Internet provides
opportunities for illegal firearms commerce that will be difficult for law enforcement to detect.
Unlike the classified section of a newspaper, which can easily be obtained and reviewed by law
enforcement to determinewhether apersonisengaging in the businesswithout alicense, theInternet
provides peoplewith ameansto advertise guns for sale on message boards, through e-mail, in chat
rooms, or other websites that will be difficult to find and may even be inaccessible to law
enforcement.

Second, unlike gun sales from aphysical location, such as a gun store or a booth at a gun
show, the sale of guns on the Internet does not require afixed location or aspecific duration. This
can make it difficult to monitor the activities of the seller (e.g., dealing by unlicensed persons) as
well as the buyer (e.g., sales to prohibited persons). The enforcement activities of the Bureau of
Alcohol, Tobacco and Firearms (*ATF") often depend on its ability to conduct inspections of
licensed dealers and to review records of transactions. Internet sales—which do not occur at fixed
physical locations — can make thesetasks more difficult.

Determining how to meet the challenges of firearms sales on the Internet raises important
issuesregarding thesale of firearmsand commercial geech. There have been legislaive proposals,
suchas S. 637 (introduced by Senator Schumer in March 1999), to regul ate firearms transactions on
the Internet by requiring website operators who allow advertisementsof firearmssaleson their sites
toobtainalicense, and to prohibit buyersand sellerswho access alicensed website fromidentifying
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themselvesto each other (to keep them from evading thelicensed operator by directly contacting one
another). These proposalswould requireany website operator who allowsgunsto be offered for sale
on the operator’ s website to act as an intermediary to process the transaction and ensure that the
buyer and seller do not attempt to circumvent the legal requirements that apply to the transaction.
Theseproposal's, however, rai sequestions about the propriety of treating one medium for regul ation
inaway that isinconsistent with the way other media (e.g., newspapers) are treated.

Moreover, we currently lack reliable information regarding the nature and prevalence of
unlawful sales of guns on thelnternet. ATF hasrelied upon traditional investigatory methods to
obtain information about specificillegal Internet sales of firearms, including information received
from concerned citizens, informants, and cooperating defendants. ATF is in the process of
establishing a pilot project to determine the nature and scope of unlawful Internet activity relating
to firearms, including the extent of sales to prohibited persons, dealing without a license, sales of
assault weapons and other prohibited firearms, illegal shipment or transportation, and illegal
interstatesales. In addition, ATF is holding discussions with several Internet service providers on
how to prevent theillegal sale of firearmsto juveniles over the Internet.

4. Conclusions

Gun salesonthe Internet are covered, asamatter of substantivelaw, by existing federal laws
and regulations governing commerce in firearms. The challenges facing law enforcement with the
sale of firearms online include: (1) problems detecting illegal firearms commerce; (2) difficulties
identifying sellersand buyers of illegal firearms; and (3) lack of reliable information regarding the
nature and scope of unlawful salesof firearms on thelnternet.



APPENDIX F —INTERNET GAMBLING

1. Nature of the Potentially Unlawful Conduct

Thegrowing availability of the Internet and other emerging technol ogies has had adramatic
impact on gambling businesses. Studies estimate that between 1997 and 1998, Internet gambling
more than doubled, from 6.9 million to 14.5 million gamblers, with revenues more than doubling
from $300 million to $651 million." A recent estimate reported 300 Internet gambling sitesin
operation.? Thisrapid rate in the growth of Internet gambling is alarming and has caused several
problemsfor federal, state, tribal, and local governmentsin the enforcement of their gamblinglaws.

First, the Internet is attractive to organized crimegroups that operate gambling businesses,
becauseit allowsvirtually instantaneous and anonymous communication that can bedifficult to trace
to any particular individual or organization. Thereis also the possibility of abuseby unscrupulous
gambling operators. The ability for operators to alter, move, or entirely remove sites from the
Internet within minutes makes it possible for dishonest operators to take credit card numbers and
money from deposited accounts and close down. Operators may tamper with gambling softwareto
manipulategamesto their benefit. Unlikethe highly-regulated physicd world casinos, assessing the
integrity of Internet operations is difficult. Gambling on the Internet also may provide an easy
means for money laundering, as it provides crimind anonymity, remote access, and access to
encrypted data.

Second, the anonymous nature of the Internet also creates the danger that access to Internet
gambling will be abused by underage gamblers. Gambling businesses have no surefire way of
confirming that gamblers are not minors who have gained accessto a credit card and are gambling
on their websites. The government has received numerous complaints from concerned and affected
citizens regarding this problem.

Third, because the Internet provides pegple with the opportunity to gamble at any time and
fromany place, Internet gambling presentsagreater danger for compulsive gamblersand may cause
severe financial consequences for the player and those dependent on the player’ s resources (e.g.,
dependent children).

! ional Gampling | St 'n, Final Report 2-15 (1999) (“NGISC Find
Report™) Egﬁtllr%] resegrm 'é‘&dﬂ‘&%c& byugyan%?mgjn iﬂduls{]ry an %s at (ﬁ’]t‘?stlg Cummllr?gs
Associates).

? Seelnternet Gambling: Hearings Beforethe Subcommittee on Technology, Terrorism, and
Government Information, Senate Comm. on the Judiciary, 106th Cong. (1999) (statement of Ohio
Attorney General Betty Montgomery).
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As the National Gambling Impact Study Commission® recently found:

Internet gambling is raising issues never previously addressed and
exacerbating concerns associated with traditional formsof gambling.
While preventing underage gambling and reducing problems
associated with problem and pathol ogical gambling are concernsfor
all forms of gambling, reducing these concerns is particularly
challenging for Internet gambling. The Internet providesthe highest
level of anonymity for conducting gambling to date. . . . Screening
clients to determine age or if they have a history of gambling
problemsis difficult at best.*

These problems are exacerbated by the international scope of the Internet. Although the
United States has determined that there is astrong law enforcement priority to prohibit Internet
gambling, other countries have chosen to allow unrestricted Internet gambling (as certaincountries
in the Carribean have done) or, in the alternative to regulate betting and wagering on the Internd.
The United States government, in its assessment of existing and needed laws, must adopt solutions
that do not interferewith the operation of theselawful foreign gambling operations, while protecting
its citizens from the transmission of bets or wagers into or from the United Staes.

2. Analysis of Existing Law

The federal government has traditionally deferred to the states to regulate or prohibit
gambling activities, devoting its attention to gambling activities involving criminal matters (e.g.,
organized crimeand fraud) or mattersinvolving interstate or foreign commerce. States, inturn, have
considered their communities moral beliefs, evidence of the social impacts of gambling, and
concerns about associated criminal activities, in deciding how to address gambling. In the late
1950s, however, states discovered that the telephone and other communications facilities were
transforming gambling into more of afederal issue. Illegal bookmaking operations, often run by
organized crime groups, were using these technologies to transmit gambling information rapidly
between states and to and from foregn locations.

In view of the growing use of such technology by bookmaking operationsin furtherance of
their criminal activities, then-Attorney General Robert F. Kennedy proposed legislationin 1961to

% In response to the growing prevalence of gambling and the need to determine its impact
on people and places, Congress created the National Gambling Impact Study Commission
(“NGISC”) in 1996 to conduct acomprehensive legal and factual gudy of the social and economic
impacts of gambling in the United States. See National Gambling Impact Study Commission Act,
Pub. L. No.104-169 (1996). Initsfinal reportin June 1999, the NGI SC recommended, among other
things, prohibiting I nternet gambling “ without allowing new exemptionsor the expansion of existing
exemptions to other jurisdictions.” NGISC Final Report 5-12.

* NGISC Final Report 2-16.



help states enforce their gambling laws and combat organized gambling activities. The bill was
passed and codified at 18 U.S.C. § 1084. Section 1084 makesit acrime for an individual engaged
inthe businessof betting or wagering to usea*“wirecommunication facility” totransmitininterstae
or foreign commerce betsor wagers, or information assisting in the placing of betsor wagers, on any
sporting event or contest. See 18 U.S.C. § 1084.

Because the Internet is a “wire communication facility” as defined in 18 U.S.C. § 1081,
section 1084 is sufficient legal authority to prohibit the use of the Internet to engage in gambling
activitiesrelated to sporting events or contests. Indeed, even in those instances where the Internet
travels over non-traditional communication facilities (e.g., microwave or satellite), the “wire
communication facility” definition still applies, because the statutory definition includes facilities
other than wire and cable that can aid in the transmission of data between “the points of origin and
reception of such transmission,” 18 U.S.C. § 1081.

Accordingly, law enforcement agenciesare currently prosecuting individual sengaged inthe
businessof betting or wagering in foreign countries who knowingly transmitillegal sports bets and
wagerstoor fromU.S. residents. For example, in March 1998, the United States Attorney’ sOffice
for the Southern District of New Y ork filed criminal complaintsagainst 22 defendantsfor conspiracy
under 18 U.S.C. 8§ 371 to violate section 1084 and with section 1084 violations for the operation of
online gambling sites. Thewebsitesinvolvedin this prosecution were operated in countriesin the
Carribean and South America, including the Dominican Republic, Curacao, and Antigua. Asof the
time of this report, several defendants have pled guilty while others await trial.

Other federal statutesthat may be relevant to online gambling operationsinclude 18 U.S.C.
81953 (interstatetransportation of wagering paraphernalia); 18 U.S.C. § 1955 (prohibition of illegal
gambling businesses); 18 U.S.C. 88 3001-3007 (Interstate Horseracing Act); 18 U.S.C. 88 1301-
1307 (criminal statutes relating to lotteries); and 28 U.S.C. 88 3701-3704 (prohibiting any lottery,
sweepstakes, or other wagering scheme based directly or indirectly on one or more competitive
games in which amateur or professional athletes play).

3. Investigatory Challenges

On the one hand, as noted above, existing laws have provided the basis for successful
prosecutions against Internet gambling. The use of credit cards for the bulk of gambling over the
Internet also means that detailed records of such transadionsare likely toexist. These records may
be used as evidence of criminal conduct once aleged gambling operations have been identified.
Indeed, the existence of such records may well have reduced the level of illegal, online casino
gambling that is conducted from U.S.-based website operators. On the other hand, however, online
casino gambling has largely shifted to offshore locations, where it may be difficult for U.S. law
enforcement agenciesto gainaccesstorelevant records. Inaddition, theuse of fraudulently obtained
credit card numbers can limit the usefulness of transaction records generated by the use of such
cards.

Some legal changes are also needed. Although existing federal laws provide an adequate
basis for prosecuting traditional forms of gambling on the Internet, new telecommunications
technol ogy has brought about entirely new types of electronic gambling, such asinteractive Internet
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poker and blackjack, that some gambling operations claim are not prohibited by sedion 1084 as it
currently exists. Asaresult, section 1084 needsto be amended to clarify the law and to remove any
doubt as to whether new types of gambling activities made possible by emerging technologies are
prohibited.

The Department of Justice, working with the Departments of Commerce and Treasury and
the Office of the U.S. Trade Representative, has drafted amendments that would ensure that
individualsin the business of betting and wagering do not usecommunicationsfacilitiesto transmit
bets or wagers in interstate or foreign commerce, within the special maritme and territorial
jurisdiction of the United States, or to or from any place outside the jurisdiction of any nation with
respect to any transmission to or from the United States. Specifically, these amendments would,
among other things:

clarify that section 1084 appliesto all betting or wagering (not merely betting
or wagering on sports events) and includes the transmission of bets and
wagers over any communication fecilities;

require any person, not jus a common carrier, that provides a communica-
tions facility to an individual in the business of betting and wagering to
cooperate with lav enforcement egencies;

apply section 1084 to those engaged in the business of betting or wagering
who arelocated outside theterritorial jurisdiction of the United States, when
thoseindividual sknowingly facilitate or aid in unlawful betting and wagering
by transmitting abet or wager, or information assisting in the placing of abet
or wager, to or from an individual |ocated within the United States;

clarify that section 1084 does not prohibit the lawful use of communication
facilitiesin the operation of state lotteries; and

clarify that section 1084 does not amend or repeal the Indian Gaming
Regulatory Act.

L ast year, both the House and the Senateintroduced The Internet Gambling Prohibition Act
of 1999 (H.R. 3125 and S. 692); the Senate version passed in November 1999. This proposed
legislation, however, would leave traditional gambling statutes in effect for non-Internet media,
while creating special rules for Internet gambling. This non-technology-neutral approach would
create overlapping and inconsistent federal gambling laws. 1n addition, these legislative proposals
contain a number of broad exemptions from its general prohibition on Internet gambling. Such
exemptions are not only questionable as amatter of policy, but, because they would apply only to
Internet gambling, they would exacerbae the problems created by the existence of a separate legal
framework for Internet gambling.



4. Conclusions

Existing federal laws generally prohibit individual s from transmitting bets or wagers (using
a“wire communication facility,” which includesthe Internet) on sporting events or contestsin the
U.S. Theadvancesof the Internet, however, have madeit necessary to update existing federal laws
to ensure that they are technology-neutral and prohibit new as well as traditional forms of online
gambling activities. Law enforcement al so needs better mechanisms by which to track and identify
online gambling businesses. The anonymous nature of the Internet complicates the ability of law
enforcement to successfully track online gambling operators.



APPENDIX G—-INTERNET SALE OF ALCOHOL

5. Nature of the Potentially Unlawful Conduct

Internet sales of alcohol beverages have caused direct shipments of such beverages to
consumers to proliferate. Selling over the Internet alows small alcohol producers to reach
consumers well beyond their immediate area. These Internet sales of alcohol beverages enable
adults — and, potentially, minors — to receive products that are not ordinarily available through
traditional distribution channels.

Fifteen stateshave established reciprocal arrangementsthat permitthe shipment of wine (but
not beer or distilled soirits) into their jurisdictions from one reciprocal state to another. Sales by
alcohol marketers arenot, however, limited to consumersin other reciprocal states. In many cases,
these marketers may ship to consumers in other states, a practice that may violate state alcohol
control laws.! Evenif federal excisetaxesare paid onthese products, direct shipmentsto consumers
across state lines causes a loss of state tax revenue and may result in federal and state regulatory
violations. Such regulatory violations may include deliveries to underage personsand the sale of
unregistered brandsin astate. The sale of unregistered brandsresultsin aloss of state registration
fees, state exdse tax revenues and local sales tax revenues.

6. Anaysis of Existing Law

Under theFederal Alcohol Administration Act, the Bureau of Alcohol, Tobacco and Firearms
(“ATF") issues*“basicpermits’ toimporters, producers(except brewers), and whol esal ers of al cohol
beverages. See 27 U.S.C. § 204. Retailer sellers of alcohol beverages are not required to have a
federal permit. The Webb-Kenyon Act, 27 U.S.C. § 122, prohibits the shipment of alcohol
beverages into a state in violation of stae law. Although the Webb-Kenyon Ad has no separate
penalty provisions, basic permits are conditioned on compliance with that statute.

Asaresult, ATF may, depending on the circumstances, take administrative adion against
a permittee that ships alcohol beverages into a state in violation of that state’'slaw. ATF may dso
interveneif there is acontinuing material adverse impact upon a state by an out-of-state permittee.
Many of the entities selling on the Internet are, however, state-licensed retailers that do not hold
federal basic permits and, therefore, are not subject to ATF's administrative sanctions against
permittees.

Also relevant are the liquor traffic provisions of 18 U.S.C. ch. 59, which require any
shipment of alcohol beverages in interstate commerce to have a bill of lading that identifies its
contents, and which require deliveries to berestricted to the consignee. Some state laws allow

! See Alcohol Salesand the Twenty-First Amendment: Hearings Beforethe Senate Comm.
onthe Judiciary, 106" Cong., 1¥ Sess. (Mar. 9, 1999) (statement of John Del_uca, Wine Institute of
Cadlifornia).
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limited quantities of alcohol beverages to be shipped directly to consumers, although in some
instances notifications to state alcohol agencies may be required.

3. Investigatory Challenges

The primary issue concerning the sale of alcohol beveragesover the Interng isthe difficulty
sellers have in determining whether a purchaser is underage. Some minors could conceivably seek
to use credit cards, legitimately or not, to place an order through the Internet and have alcohol
beverages delivered through a shipping company. Several websites require purchasersto “ certify”
that they are of legal age either by clicking on part of the webpage or by faxing acopy of adriver's
license. Restrictingthedelivery of alcohol beverageto situationswhere proof of ageisobtained and
recorded would assist in preventing access to acohol beverages by underage persons. Currently,
however, thereis a significant potential for abusein the sale of alcohol to minors.

A second investigatory issuerelatesto the broader issue of jurisdiction. Anout-of-stateseller
that sellsalcohol beveragesthrough awebsiteisnot generally licensed by the state, and state courts
often have difficulty establishing jurisdiction over such sellers. Under certain circumstances, as
noted above, ATF may take administrative action against a permittee that shipsalcohol beverages
into astate in violation of the laws of that state. This authority would not reach situations where a
retailer in one state shipsto a purchaser in another state, because retailers are not required to have
basicpermits. But if thein-state purchaser resdlsthea cohol beverages, the out-of-stateretailer then
becomes a wholesale agent, against whom ATF may take enforcement action.

4. Specific Federal Legislative Initiatives

The Violent and Repeat Juvenile Offender Accountability and Rehabilitation Act of 1999
(H.R. 1501 and S. 254, 106" Congress), as passed by the Senaelast year, contained two provisions
related to Internet sales of alcohol beverages. Although these proposalswere not ultimately passed,
they are likely to be advanced again:

Thefirst provision, sponsored by Senators Byrd and Hatch and Representa-
tive Ehrlich, would amend the Webb-Kenyon Act, 27 U.S.C. 8§ 122, to allow
state Attorneys General to obtain preliminary and permanent injunctionsin
federal court against persons who engage in any act that constitutes a
violation of state law regulating the importation or transportation of a cohol
beverages.

The second provision, sponsored by Senator Feinstein, would amend the
liquor trafficking prohibitions, see 18 U.S.C. ch. 59, to require persons who
ship alcohol beverages in interstate commerce to label the packages as
contai ning al cohol beveragesand to require shipping companiesto obtain the
signature of the person receiving delivery and to verify that that person is of
legal age for the purchase of alcohol beverages within the receiving state.



In addition, in August 1999, the House of Representatives passed the Twenty-First
Amendment Enforcement Ad, H.R. 2031, which would amend the Webb-Kenyon Act to permit
state Attorneys General to obtain injunctions in federal court (an approach similar to the first
provision in the juvenile crime bill noted above). The bill provides that nothing in it permits state
regulation or taxation of Internet servicesor authorizes injunctions against interactive computer
services or electronic communications services.

5. Conclusions

Asexisting laws address the legality of shipping and selling alcohd beveragesin interstate
commerce, the primary issue concerning the sale of alcohol over the Internet is the potential
anonymity of the buyer. Theanonymous nature of the Internet makes its difficult, using current
technology, for a seller to verify at the time of sale whether a prospective purchaser is of legal
drinking age. Inaddition, thelnternet facilitatesdirect shipmentsof a cohol beveragesto consumers
across state lines, resulting in aloss of state registration fees and state excise and local sales tax
revenues and possibly resulting in federal or state regulatory violations.
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APPENDIX H—-ONLINE SECURITIESFRAUD

1. Nature of the Potentially Unlawful Conduct

The Internet has had a profound effect on how investors research and trade securities.
Millions of investors are signing on to the Internet to obtain investment information and to execute
trades. Recent estimates are that close to 16 percent of all equity trades are conducted online* The
number of online accounts open as of the second quarter of 1999 (nearly 10 million) is nearly triple
the number open as recently as 1997.2 The Internet has brought significant benefits to investors,
including enhanced access to information (both in speed and quantity) and lower cods to execute
trades.

Unfortunately, the Internet also has opened new avenues for fraud artists to attempt to
swindle the investing public. Thisis because the Internet offers perpetrators of securities fraud a
medium to commit their crimes that is speedy, cheap, easy to use, and relatively anonymous. For
themost part, there arethree categories of securitiesfraudsthat have been encountered online by law
enforcement.

Market Manipulation — This category of fraud most often involves attempts
to artificialy inflate a stock’s price by creating demand for thinly traded
lower-priced securities. The manipulators create the demand through the
dissemination of false and misleading information, such as phony announce-
ments pertaining to straegic aliances, future earnings mergers, or other
important corporate devdopments. The Internet has proven to be fertile
ground for such manipulations, because information can be disseminated
with the ssimple click of amouse to millions of users via websites, newsl et-
ters, spam, message boards, and other Internet media. The manipulator
normally owns sharesin the company’ s stock and sellsduring the run-up that
the manipulator creates. This fraud is commonly known as a “ pump-and-
dump” scheme. The PairGain case discussed at the beginning of this report
is an example of a market manipulation case.

Offering Frauds — These cases generally involve either false or misleading
offerings of securities. Falling into this category of cases are pyramid and
Ponzi schemes, and affinity frauds targeted at specific racial, ethnic, or
religiousgroups. In addition, there have been numerousfraudulent offerings
of non-traditional securities over the Internet, such as offerings for “prime
bank” programsand other esoteric securities, induding interestsineel farms,
coconut plantations, and fictional countries. Personsofferingthesesecurities

! See Report of SEC Commissioner Laura S. Unger, Online Brokerage: Keeping Apace of
Cyberspace 1 (Nov. 1999).

2 Seeid.
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often violate the law by failing to register as broker-dealers. The SEC has
successfully tracked many of these offerings and conducted a May 1998
“sweep,” in which it charged 26 individualsand companies for engaging in
bogus securities offerings on the Internet.

Illegal Touting — Thistype of securities fraud takes place when persons are
paid to hype acompany’s stock without making legally required disclosure
of the nature, source, and amount of their compensation. Thisdisclosureis
necessary because investors have aright to know whether information they
arereceivingisobjectiveor “bought and paid for.” The SEC hasbrought two
Internet touting “sweeps’ charging atotal of 57 individuals and companies.

Thesethree categories are not exhaustive. There are other securities law violationstaking
place on the Internet, including unregistered offerings of securities as well as broker-dealer
registration violations. For example, in July 1999, the SEC coordinated the filing of four so-called
“free stock” actions charging those who offered securities over the Internet with having failed to
register those offerings. Two of those actions also alleged fraud.

2. Analysis of Existing Law

The existing statutory framework provided by the federal securitieslawshas generally been
adequate in the federal government’s efforts to fight online securities fraud. As with the other
examples of Internet-facilitated unlawful conduct discussed in this report, however, as our
experiencefighting such conduct continuesto evolve, it may be necessary torevisit whether any new
legislation or rule-making is needed.

Section 10(b) of the Securities Exchange Act of 1934, 15 U.S.C. § 78j(b), and Rule 10b-5
thereunder, 17 C.F.R. § 240.10b-5, are the primary authorities used by the SEC to combat market
mani pulation and other fraudsin the securities market. These provisions makeit unlawful to usea
fraudulent scheme or to make material misrepresentations and omissions in connection with the
purchaseor sale of any seaurity. Both section 10(b) and Rule 10b-5 were drafted broadly to capture
new and unforeseenfrauds.® Most of the cases brought by the SEC have charged defendants with
violating section 10(b).

Unlawful touting is covered by section 17(b) of the Securities Act of 1933, 15 U.S.C. §
77q(b), which makes it unlawful to useinterstate facilities to fraudulently offer or sell securities.
Specifically, thisstatute deems it unlawful for any person to give publicity to, or otherwisetout, a
security in exchange for compensation without full disclosure of the fee arrangement. 1t appliesto
information spread in cyberspace just as it does to information spread by newsletters, radio, or any
other traditional media.

¥ See, eg. Affiliated Ute Citizens v. United States, 406 U.S. 128, 151 (1972) (“Thel]
proscriptions[of section 10(b) and Rule 10b-5] arebroad and . . . obviously meant to beinclusive’).
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Individual sengagedin unreg stered offerings of securitiesonthelnternet may beliableunder
section 5 of the Securities Act, 15 U.S.C. § 78e, unless the offering qualifies for ore of certain
exemptions. Thislaw is designed to assure that investors have adequate information upon which
to base their investment decisions. The SEC has brought several cases charging violations of this
statute in connection with Internet offerings, including four cases brought in Juy 1999 against
issuers of so-called “free” stock. The SEC has also brought cases charging unlawful offerings of
securities on an Internet auction site.

The federal securities laws also impose registration requirements upon anyone acting as a
broker or dealer and upon large investment advisers.* Those persons acting in these capacities by
virtue of conduct on the Internet are required to register with the SEC to the same extent as those
acting in the offline world are.

3. Specific Federal Initiatives

The SEC has devoted substantial resources to policing the Internet, including creating the
Office of Internet Enforcement (“OIE”) in July 1998. OIE, currently staffed with ten attorneys,
regularly conducts investigations on the Internet, referring matersto other SEC stdf, aswell asto
other agencies and the self-regulatory organizations, when appropriate. OIE also conducts national
law enforcement training. For example, in November 1999, OIE hosted the first-ever Internet
securitiesfraud training program, attended by morethan 300 |aw enforcement personnel nationwide.
OIE aso oversees the Commission’s “cyber-force,” a group of approximately 240 SEC staff
members who use the Internet as part of their investigations.

Asaresult of theseand other efforts, the SEC hasbrought approximately 110 Internet-rel ated
enforcement actions since 1995, with the vast majority coming in the pag two years as the use of
the Internet by prospectiveinvestors has surged. The SEC has articulated a 5-pronged approach to
counteracting Internet fraud: (a) vigilant and flexible surveillance; (b) aggressive prosecution; ()
coordinated liaison work with other agencies, aiminal prosecutors, and self-regulatory organiza-
tions; (d) investor education; and (e) thefostering of self-policing and encouraging members of the
public to provide the agency with tipsand complaints.

4. Investigatory Challenges

The shift of securitiesfraud from traditional media, such as* boiler room” telephone banks,
to the Internet catainly poses new challenges for regulators. The SEC s greatest chdlenge to date
has been one of resources. Asthe SEC’s Director of Enforcement stated in testimony before the
Senate Permanent Subcommittee on Investigaionsin March 1999, “ Our greatest problemwill likely
be one of resources, as the size of our staff has remained relatively constant while the Internet has

* Under theNational SecuritiesMarketsImprovement Act of 1996, advi sers managing assets
of $25 million or more generally must register with the SEC; smaller advisers register with the
states. See 15 U.S.C. 88 77z-3, 78mm, 80b-3a
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grown by leaps and bounds.” The vastness of the Internet requires significant resources for
appropriate surveillance coupled with timely investigation and prosecution of violations.

Theresourceissueis particularly acute with respect to the investigation and prosecution of
illegal conduct. Experience showsthat securitiesfraud artists operating on the Internet typically do
not hide; rather, they operate in plain view in an attempt to reach as many potential investors as
possible. The Internet offers investigators in the SEC an important window through which to
observe developing frauds, and, in certan cases, to halt them before they reach investors’ pockes.
For example, in severa of the actions comprising the SEC’s May 1999 fraudulent offering sweep,
the SEC stopped the fraud before investors lost a penny.

TheInternet also posesthe challengeof requiring the SEC to stay abreast of new variants of
fraud and manipulation. Fraud artists often design new forms of fraud to exploit opportunities
offered by the Internet. For example, the SEC’ s Division of Enforcement isinvestigating a number
of websites that offer daily or periodic stock recommendations designed to generate trading
momentum and an accompanying rise in the price of the underlying seaurity. Those involved in
such activities then profit by selling the security at the artificially inflated price.

Anadditional challenge posed by theInternet istheability toinvestigate, in atimely manner,
fraud artists who operae without regardto territorial borders. Anindividual virtually anywherein
theworld, for example, cantarget U.S. investorswithout stepping foot in thiscountry. Sophisticated
scam artists also seem to think that they have a better chance of escaping detection, hiding funds,
or dodging regulatorsif they shift operations and funds from one country to another. Accordingly,
we need to ensure that our foreign counterparts also have the technical expertise needed to track
Internet fraud artists. To that end, the SEC recently hosted an international symposium focused on
Internet securities fraud, so that international regulatory authorities might share investigative
techni ques, enhance communication, and increas ngly cooperatein combating cross-border securities
fraud.

5. Conclusions

The federal securities law provide flexible but extensive mechanisms by which securities
offenses can be prosecuted. Although the substantive laws may be adequate, law enforcement
agencies still need adequate resources to counter online securities fraud. As with other types of
unlawful conduct on the Internet, the interstate and foreign nature of the Internet hindersthe ability
of law enforcement to investigate and prosecute online criminals.



APPENDIX | —SOFTWARE PIRACY AND INTELLECTUAL PROPERTY THEFT

1. Nature of the Potentially Unlawful Conduct

Theadvent of powerful andinexpensive computing isbringing many changesto theway that
copyrighted works are being illegally distributed, and hence to the methods that law enforcement
uses to combat copyright piracy. Traditionally, copyrighted works (such as books, records, and
audiotapes) and counterfeit trademarked goods have been illegally reproduced here or abroad in a
factory. The copyrighted works or counterfeit goods are sold to wholesalers, and then to retalers,
who in turn sell them on the street. In this type of distribution scheme, the damage to copyright
owners or trademark holders, while substantial, is subject to certain technological limits. That is
because the equipment necessary to reproduce the works or goods in bulk is relatively expensive,
and because second-generation products(i.e., copiesof copies) are either impossiblefor the customer
to make (for records and compact discs) or suffer in quality (for audio and video cassettes).

Another feature of this model of distribution is that the sale of the copyrighted works or
counterfeit trademarked goods on the street ishighly visible, making it likely to attract the attention
of law enforcement. Once the crime problem is targeted, the nature of the distribution scheme
permitslaw enforcement to infiltratethe organization by obtaining the cooperation of the retailer to
make a case against the wholesaler, and then use the cooperation of the wholesaler to make a case
against thefactory owner. By thisprocess, an entiredistribution scheme can be shut down, resulting
in the seizure of asubstantial number of illegally copied works or counterfeit trademarked goods.

Thisillegal distribution of copyrighted works in the offline world continues to present a
pressing problem for copyright owners, particularly for producers of books, movies, music, and
computer software. Accordingly, law enforcement continuestofocusattention oninvestigating and
prosecuting offline copyright pirates. To an ever-increasing extent, however, copyright piracy is
being carried out through computers. Anything capable of being digitized — that is, reduced to a
series of zeros and ones — is capable of being transmitted easily from one computer to another.
Pirates have used this cgpability of the computer to steal vast amounts of copyrighted material and
totransferitillegdly toothers. Similarly, counterfeit goods may be offered for saleover the Internet
as legitimate goods bearing well-known trademarks. In such instances, not only is the purchaser
defrauded, but the trademark holder can suffer reputational damage and lost salesopportunities.

So far, computer software companies appear to have suffered the most at the hands of these
new intellectual property pirates. For example, althoughit isdifficult to estimate the magnitude of
softwarepiracy, the Business SoftwareAlliance (“BSA”) estimaesthat softwarepiracy cost theU.S.
some 109,000 jobs and $991 million in tax revenue in 1998. The BSA further estimates that
approximately 2 million web pages offer, link to, or otherwise reference “warez,” thelnternet code
word for pirated software. Thisfigureistwicethe number of websitesthat offered pirated software
ayear ago, and a 20-fold increase over the past three years.

Astechnology increasingly permitsdifferent typesof worksto beeasily digitized and copied,
other industries are a so being affected. For example, the music industry isnow beginningto suffer
seriouslossesfrom computer pirates. TheRecording Industry A ssociation of Americaestimatesthat
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music piracy caused aloss of incomein 1998 of over $300 million annually to the U.S. economy.
Digital transfers of music, generally through MP3 formatted sound recardings," are the most
prevalent form of music piracy on the Internet. Through thelnternet, cyberpirates can trade or sell
individual songsor full-length albumsin minutes. And within afew years, the movieindustry may
well also find its products routinely vulnerable to computer theft.

Moreover, the ease withwhich copyrighted works can be distributed isalarming. Just afew
yearsago, most pirated materialswere distributed throughBulletin Board Services(“BBSs’), which
operated like private clubs, requiring a password to gain access to the illegally copied software.
Although these BBSswereasignificant problem, they caused only afinite amount of harm, because
access to the public was restricted. Today, the primary source of pirated computer software are
websites that offer anywhere between a few to a few hundred copyrighted programs for free to
anyone ableto maneuver amouse. Now, even an unsophisticated computer user can use astandard
search engine, searchfor “warez,” and find thousands of websites that offer copyrighted software
for free. Even arun-of-the-mill warez site can generate hundreds or even thousands of downloads
every day, with no limit to the number of additional times a downloade can transfer the same
program to other users.

The proliferation of Internet piracy exposes the consumer to anincreased risk of computer
viruses and fraudul ent software sal es, weakens the software industry's ability to generate economic
growth, and facilitates a host of other criminal activities. Specifically, such conduct has the
following effeds:

Consumer fraud — Internet pirates are extending their reach to ordinary
consumerswho shop the Internet to find discounted, but legitimate, software.
Employing avariety of schemes, including e-mail solicitaions, auction sites,
and seemingly legitimate software sites, these pirateshopeto dupe unsuspect-
ing consumers into purchasing pirated software (just as they do in the
physica world). Individuals, as well as corporate, government and
educational entities, have been victimized by fraudulent software sales
through the Intemet.

Economic losses — Internet piracy and other forms of software theft also
represent a substantial drain on the U.S. economy. Although some (and
perhaps much) of the creative material that is allegedly pirated would never
have been purchased in the first instance, some proportion of lost sales can
clearly be attributed to such theft.

! MP3 isashorthand teem for MPEG-1 Layer 3, a compression algorithm adopted by the
Motion Picture Experts Group. MP3, the most advanced version of the MPEG format first created
in 1992, iswidely available and allows usersto download audio filesmore rapidly and to storethem
with less computer storage space than previously possible.
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Other criminal activities — Increasingly, pirated software sales through the
Internet are used to facilitate and finance other criminal activities. Many
“warez” software sitesgenerate revenue by advertising other illegal goods,
servicesand information. Thelnternetisalso becoming apopular marketing
tool for organized aimesyndicatesthat dominate the software counterfeiting
industry. These crime synd cates use onlinesales of counterfeit software to
fund, and launder money from, ahost of other criminal activities, including
drug trafficking, illegal weapons, gambling, and prostitution.

2. Analysis of Existing Law

In December 1997, Congress passed the No Electronic Theft (“NET”) Act, making it a
criminal offenseto distribute or to reproduce copies of copyrighted works, if not authorized to do
so, regardless of whether the distributor was trying to profit from the activity. The legislation was
intended to fill agap inthe criminal copyright statute, highlighted in the dismissal of an indictment
in United Statesv. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994).

In LaMacchia, an MIT student operated a BBS over the Intemet that allowed anyone with
acomputer and modem to send to the BBS or acquirefrom the BBS copyrighted software programs.
His actions caused an estimated |oss to copyright holders of over $1 million during the 6-week
period the system wasin operation. The student could not be charged with violation of the criminal
law protecting copyright, 17 U.S.C. 8 506, because he was not acting “for commercial purpose or
privatefinancial gain,” an element of the criminal copyright offense. Instead, he wascharged with
conspiracy to commit wirefraud, inviolation of 18 U.S.C. § 1343. Thedistrict court dismissed the
indictment, finding copyright law to be the exclusive remedy for protecting intellectual property
rightsfrom thiskind of theft, even while recognizing that the existing copyright law failed to cover
thisconduct. Thedistrict court invited Congressto remedy this gap in thelaw, andCongressdid so
inthe NET Act.

The NET Act creates a new criminal offense to cover the unauthorized distribution or
reproduction of copies of copyrighted works, regardless of whether the distributor intendsto profit
from the activity. See 17 U.S.C. 8 506(a)(2); 18 U.S.C. § 2319(b)(2). It establishes a felony,
punishable by up to three years imprisonment, for reproducing or distributing, during any 180-day
period, ten or more copies of one or more copyrighted works that have atotal retail value of more
than $2,500. The NET Act also:

Increases penalties for second or subsequent felony criminal copyright
offenses;

Extends the statute of limitations from threeto five years, bringing itinline
with most other criminal statutes,

Clarifies “financial gain” to include the receipt of anything of value,
including the receipt of other copyrighted works, to cover pirate operations
that involve barte rather than cash transactions;
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Clarifies “reproduction or distribution” to include electronic as well as
tangible means;

Extendsvictims' rightsto allow the producers of pirated worksto provide a
victim impact statement to the sentencing court; and

Directsthe U.S. Sentencing Commission to amend the Sentencing Guideline
for copyright and trademark infringement to allow courtstoimpose sentence
based on the retail value of the good infringed upon, rather than the often
lower value of the infringing good.?

Other relevant criminal intellectual property lawsinclude18 U.S.C. 8§ 2319A (bootlegging of music);
18 U.S.C. § 2320 (trademark counterfeiting); and 18 U.S.C. § 2318 (counterfeit |abeling for copied
items).

In October 1998, the President signed into law the Digital Millennium Copyright Act of
1998, Pub. L. No. 105-304, 112 Stat. 2860 (codified in scattered sections of 17 U.S.C.), which
creates criminal penalties for circumventing a copyright protection system and prohibits the
manufacture, import, sale, or distribution of devices or services used for such circumvention. The
statute exempts circumvention for security testing or encryptionresearch. The statute also protects
Internet and online service providers from being held liable for copyright infringements made by
their customers.

Another important law is the Economic Esponiage Act (“EEA”), 18 U.S.C. § 1831 et seq.,
which provides federal penaltiesfor the theft of trade secrets. Trade secrets are an integral part of
virtually every aspect of trade, commerce, and business, andthe security of trade secretsis essential
to maintaining the health and competitiveness of criticd segments of the U.S. economy. In 1994,
the FBI established an economic counterintelligence program aspart of itsnational security strategy.
TheEEA, passedin 1996, complemented that effort by filling several gapsinthelaw and by creating
two new felonies. Section 1831 punishes any person or company that steal s trade secrets on behdf
of aforeign government or entity. See 18 U.S.C. § 1831(a). Personsconvicted under thisprovision
face up to 15 years imprisonment and up to $500,000 in fines. See id. Fines for organizations
convicted under this law can range up to $10 million. See § 1831(b). Section 1832 punishes the
theft of trade secretsfor mereeconomic benefit and doesnot requireintent to benefit aforeign entity.

% Thecurrent Sentencing Guidelinefor copyright and trademark viol ations, § 2B5.3, requires
courts to calculate the applicable sentence based on the retail value of theinfringing items. For
years, thisfocus on the low retail value of the infringing goods, without regard to the actual value
of the legitimate goods, has led courts to impose lower sentences on defendants who commit
intellectual property crimesthan those who commit other similar crimes. Asaresult of theselower
sentences, law enforcement agencies and prosecutors may be reluctant to commit scarce resources
to investigating and prosecuting these cases. The lack of enforcement, in turn, contributes to the
perception that intellectual property crimesare associatedwith high profitsand low risks, whichin
turn helps fuel thegrowth of these aimes.
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Seeid. §1832(a). It carriesamaximum 10-year jail term and up to $500,000 infinesforindividuals
and $5 million for organizations. See § 1832(a) & (b).

The EEA defines a trade secret broadly to include any proprietary information that is
reasonably protected from public disclosure and that derives independent economic value for the
rightful possessor from bang asecret. See 18 U.S.C. § 1839(3). Importantly, the EEA protectsthe
victim’ s trade secret from public disclosure throughout the entire court process. See § 1835.

3. Specific Federal Initiatives

The Department of Justice (including the FBI) and the Customs Service have responded to
the theft of intellectual property facilitated by the Internet by placing increased emphasis on
investigating and prosecuting such crimes. Last year, these agencies announced the establishment
of a law enforcement initiative aimed at combating the growing challenge of piracy and
counterfeiting of intellectual property, both domestically andinternationally. Theinitiativeinitially
targetsthe New Y ork-New Jersey metropolitan area, South Florida, the Boston metropolitan area,
and the high-tech corridors of Cdifornia Internationally, the initiative pledges support from the
Department of Justice, including the FBI, for existing efforts of the State Department, the Customs
Service, and trade agencies with specialized expertise in intellectual property issues (the Office of
the U.S. Trade Representative, the Department of Commerce’ sPatent & Trademark Office, and the
Copyright Office) to enhance their technical assistance capabilities and training priorities. The
initiative also pledges law enforcement support of interagency effortsintended to help U.S. trading
partners strengthen and enforce intellectual property laws.

The Department of Justice’s Computer Crime and Intellectual Property Section (* CCIPS”),
created within the Criminal Division in 1996, |eads the Department of Justice’s efforts to combat
intellectual property crime on the Internet. As its name indicates, CCIPS is responsible for
coordinating the Department's policies regarding computer crime and the enforcement of criminal
laws protecting intellectual property. The Section has particular expertise in the area of
computer-based copyright theft. For instance, CCIPS published al175-page manual entitled Federal
Prosecution of Violations of Intellectual Property Rights: Copyrights, Trademarks and Trade
Secrets. This manual has been provided to each of the 93 U.S. Attorney's Offices and is available
online at www.usdoj.gov/criminal/cybercrime. It provides agents and prosecutors with a detailed
resourcefor undertaking prosecutionsinthisareaof thelaw. Inaddition, CCIPSworksclosely with
computer and telecommunications coordinatars (“CTC”) ineach U.S. Attorney’ sOffice. CTCsare
prosecutorswho are specially designated by each U.S. Attorney to beresident expertsin that district
on high-tech crime and who have specialized training in both computer crime and intellectual
property protection.

CCIPSalso providestraining to state and local agentsand prosecutorsin avariety of settings
and is active in training law enforcement officials from other nations. Section attorneys have
traveled to Russia, Egypt, and many other countries to give guidance to our counterparts there, and
regularly instruct foreign dfficials visiting the United States on U.S. laws and techniques for
combating copyright piracy. These efforts are particularly important to the United States, because
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many of the products being illegally copied abroad are produced by U.S. companies, and because
computers make it easy to send such pirated works acrass international boundaries.

In September 1999, President Clinton signed an appropriationsbill that included aprovision
that created theNational Intellectual Property L aw Enforcement Coordination Council. The Council
is chaired by the Commissioner of Patents and Trademarks and the Assistant Attorney General for
the Criminal Division of the Department of Justice. Other members of the Council include the
Under Secretary of Statefor Economic, Business, and Agricultural Affairs; the Deputy United States
Trade Representative; the Commissioner of Customs; and the Under Secretary of Commerce for
International Trade. The Cound!’smission isto coordinate domestic and international intellectual
property law enforcement matters among federal and foreign entities. It is required to report
annually on its coordination activities to the President and to the Appropriations and Judiciary
Committees of the Senate and the House of Representatives.

In addition, in October 1999, Customs Commissioner Kelly announced the opening of the
National Intellectual Property Center, a multi-agency center based at Customs headquarters in
Washington, D.C. Investigatorsfrom Customs and the FBI providethe core staffing for the Center,
whichwill focuson coordinating theinvestigation of softwarepiracy and other domesticintell ectual
property offenses.

The Customs Service's CyberSmuggling Center is working closely with industry
representatives and is currently investigating distributors in Russia, Singapore, Malaysia, and the
United Kingdom of commerdal quantities of pirated U.S. merchandise (such as business software,
video games, motion picture movies, and sound recordings) to customers worldwide over the
Internet. The pirated merchandise can be ordered from the distributors via Internet mail order or
through direct digital download, which allows large volumes of merchandise to be distributed to a
worldwide audience in minutes.

The CyberSmuggling Center is also investigating distributors inthe U.S. who appear to be
involved in importing and distributing commercial quantities of traditional counterfeit U.S.
merchandise, such as watches, sunglasses, and handbags, via the Internet. The Center recently
initiated an enforcement operation that targeted over 30 such onlinedistributors.

4. Investigatory Challenges

Pursuing copyright pirateswho operate incyberspace presents new challengesfor copyright
owners and for law enforcement agencies. First, unlike the equipment necessary to make large
guantities of physical copies of tapes and discs, computers that can easily copy digital information
are relatively inexpensive. Second, with digital copies, there is no deterioration in quality when
second or third generation copies are made. Accordingly, a copyrighted work can be placed on a
website and copied by hundreds of people. Those people can then redistribute the copy to others,
illegally spreading the material around the world within minutes.

For law enforcement, electronic copyright violations may easily escape detection, because,
rather than taking place openly in physical space, they take place hidden in cyberspace. Beforethe
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advent of inexpensiveel ectronic distribution, internationa traffickersof pirated copyrighted material
had to bring that material physically into or out of the country, giving law enforcement authorities
at least an opportunity to seize it. Now, of course, such materials can enter the United States
el ectronically without passing through any border or physical location that is subject to government
monitoring or inspection. Assuch, locating andidentifying onlinecopyright pirates can be difficult.
Even when law enforcement agentsfocus on particular computer copyright violations, the lack of
ahierarchical distribution scheme makesit difficult for asingle case to make anoticeableimpact on
the amount of copyrighted material available through illegal channels: the software no longer
available from one website can simply be found elsewhere.

Finally, it is important to note that while the offline distribution of copyrighted works can
beinvestigated by any law enforcement agent, computer violationsrequiretechnically adept agents.
Theseagentsarein short supply, despitethe effortsof federdal law enforcement agenciesto hireand
train agents to deal with computer crime. Even when investiggtive agencies have such resources,
they are often needed to investigate other computer crimes, such as attacks on the confidentiality,
integrity, and availability of computer systems and data.

5. Conclusions

Generally, thesubstantivefederal lawsgoverning theft of intellectual property onthelnternet
are adequate. The ease with which offenders can duplicate and distribute protected works on the
Internet, however, has raised investigatory challenges for law enforcement. To address these
challenges, there need to be, among other things, improved technologies to find the distributors,
investigatorstrained to use thosetools, and effectiveinternational agreementsto bring theoffenders
tojustice. Inaddition, the current Sentencing Guidelinespertaining to intellectual property offenses
do not provide adequate sentences and have resulted in law enforcement agencies and prosecutors
being reluctant to commit scarce resources to investigating and prosecuting criminal intellectual
property cases.



APPENDIX J-MULTILATERAL EFFORTS

1. Council of Europe (“COE”)

The COEisaninternational organization based in Strasbourg, France which was established
by ten Western European countries in the wake of World War 11. Today, it has a pan-European
membership of 41 countries, including the Baltic states, Russia, and Turkey. Its primary mission
isto strengthen democracy, human rights, and therule of law throughout its member states. In 1989
and 1995, the COE adopted recommendations on computer-related crime that called on member
statesto consider computer crimeswhen either reviewing or proposing domesticlegislation. These
recommendations also contained principles on such topics as search and seizure, technical
surveillance, electronic evidence, encryption, and international cooperation.

In February 1997, a Committee of Experts on Crime in Cyberspace was formed to examine
computer crime and related problemsin criminal procedure law. Representatives from the United
Stateswereinvited to attend asnon-votingobservers. The Committeeintendsto draft a“ Cyberaime
Convention” that will define cybercrime offenses and will address such topics as jurisdiction,
international cooperation, and search and seizure. The Committee plansto have adraft Convention
completed by December 2000. After approval by the Committee of Ministers, the Convention will
be open for signature by COE members and by norn-member states that participated in its drafting.
(If the United States were to becomea signatory to the Convention, the U.S. Senate would have to
ratify the Convention, as with any international treaty.)

2. Group of Eight (“G-8")

The G-8 leading industrialized nations is comprised of the United States, the United
Kingdom, France, Germany, Italy, Canada, Japan, and Russia. The group wasformedin1975at an
Economic Summit in France, and since then, its agenda has expanded to include many topics. The
G-8 has a “summit-based” process, which means that the heads of state of each member country
meet annually. At their 1996 Summit in Paris, the heads of state adopted 40 recommendations to
fight international crime, with high-tech and computer-relaed crime among the topics specifically
addressed.

To implement these recommendationsand to enhance the abilities of law enforcement in
combating high-tech and computer-related crime, a G-8 Subgroup on High-tech Crime wasformed
in January 1997. Asof February 2000, the Subgroup on High-tech Crime has met 17 times. The
Subgroup has. (1) established a 24-hour/7-day-a-week (“24/7") network of high-tech points of
contact for law enforcement in each of the G-8 countriesand in anumber of non-G-8 countries (with
efforts underway to continue to expand the network); (2) hosted an international computer crime
training conference in November 1998 for G-8 law enforcement officials; (3) reviewed G-8 legal
systems as they concern high-tech crime, and related work to fill existing gaps; and (4) worked on
enhancing G-8 abilities to locate and identify criminals who use networked communications (e.g.,
preservation of and access to historical traffic data and future (“rea-time”) traffic data).
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Theseeffortsare having concrete results. The 24/7 point-of-contact network hasresulted in
the preservation of perishable eledronic evidence across borders quickly enough to catch
cybercriminalsand to prevent crime. The U.S. now receives or makes severd requests a month
through the 24/7 network for electronic evidence in cases as far-ranging as extortion and bomb-
threats, murder, fraud, and computer crime.

A cornerstone of the G-8'swork on high-tech crime has been consultation and cooperation
withindustry. Representativesfrom hardware manufacturers telecommunicationscarrias, and | SPs
have made presentations at Subgroup meetings and have discussed concrete steps law enforcement
and industry can take together to accel eratecooperation between thetwo. The Subgroup’ songoing
work with industry includes: adopting a process that alows the companies that are developing
technical standards, includng next-generation Internet technologies, to teke into account public
safety needs; consulting within governments to ensure that new data protection policies do not
provide havensfor criminals; standardizing law enforcement requests for assistanceto industry, to
allow industry to respond more quickly and with less expense; and devel oping 24-hour points-of-
contact with critical ISPs. The Subgroup is also planning a G-8 industry conference on high-tech
crimethat would bring together high-tech crime-fightersand private sector representativesfrom the
G-8 countries.

3. Organization for Economic Co-Operation and Development (“ OECD”)

The OECD, housed in Paris, France, is an intergovernmental forum of 29 countries with
market-based economies, including the United States. 1t seeksto promote economic growth, trade,
and development. Representatives from the FTC and the Department of Commerce have been
working actively with the OECD’s Consumer Policy Committee to develop Guidelines for
Consumer Protection in the Context of Electronic Commerce (“ Guidelines’). The Guidelineswere
formally adopted by the OECD Council in December 1999.

The Guidelines, though not legally binding, reflect an international consensus among
member countries asthey begin to formulate and implement consumer protectionsfor e-commerce;
as the private sector begins to develop self-regulatory schemes; and as consumers begin to form
expectations of fair online business practices. The overarching principle in the Guidelinesis that
consumersshould beafforded effective and transparent protectionin e-commercethat isnot | essthan
the protection afforded in other forms of commerce. The Guidelines also cdl for fair business,
advertising, and marketing practices; disdosure of information sufficient to dlow consumers to
make informed choices; clear processes for confirming transactions; secure payment mechanianms,
and timely and affordable dispute resolution and redress processes.

The Guidelinesbenefitted from aparticipatory drafting process, which actively sought input
from consumers, industry, and academia. Positions taken by the U.S. during the drafting process
were informed by public submissions and dialogue in connection with a June 1999 FTC workshop
on “U.S. Perspectives on Consumer Protection in the Global Economic Marketplace.”
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4, International Marketing Supervision Network (“IMSN”)

The IMSN is a membership organization that consists of the consumer protection law
enforcement authoritiesof ove two dozen countries. TheFTC representsthelMSN for theU.S. The
mandate of the IMSN is to share information about cross-border commercial activities that may
affect consumer interests and to encourage international cooperation among law enforcement
agencies. The U.S. has led the development of the organization’s website (www.imsnricc.org),
which features both a members-only site as well as a public site.

Under the auspices of the IMSN, the U.S. has devel oped on-going cooperative relationships
with consumer protection law enforcement agencies around the world. These relationships have
yielded tangible results for U.S. consumers. For example, in 1997, the FTC targeted an Internet
domain name scam being operated out of Australiaand alerted itsIM SN counterpart, the Australian
Competition and Consumer Commission (“ACCC”). The ACCC brought an action against the
company and its principal in federal court in Australiafor misleading and deceptive conduct. The
casewas settled in June 1999 by the ACCC with the establishment of atrust fund, which will return
$A 250,000 to victims worldwide, including almost 900 U.S. consumers. Similarly, in 1999, the
ACCC and another IMSN counterpart, the Portugese Instituto do Consumidor, provided the FTC
valuable assistance with a case involving an Internet scam that cloned everyday websites and used
the copy-cat sites to barrage unsuspecting consumers with pornographic material.

5. Cross-Border Fraud Task Forces

In addition to working with formal multilateral international organizations U.S. consumer
protection law enforcement agencies combat cross-border Internet fraud through less formal
arrangements, such astask forces. For example, the U.S.-Canada Telemarketing Fraud Task Force
and the Mexico-U.S.-Canada Health Care Fraud Task Force provide aframework for cooperation,
information-sharing, and joint educational effortsinthe areas of telemarketing fraud and health care
fraud, respectively. Similar task forcescould beuseful infacilitating cooperation on I nternet-related
matters.
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